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Atrtificial IntelligenceTrack

ImageProcessingrack

Cloud ComputingTrack
SecurityTrack
SEMESTER - llI
CourseTitle
Course Theory Credits | Course Practical Credits
Code Code
MITS301 | Technical Writing MITS3P1 | Project
andEntrepreneurship 4 Documentatioand 2
Development Viva

Electivel: Select Anyonefrom thecourses listetbelow alongwith correspondingractical

course
MITS302a | Applied Artificial MITS3P2a | Applied Artificial
Intelligence IntelligencePractical
MITS302b | ComputeiVision MITS3P2b | ComputenVision
Practical
MITS302c | CloudApplication 4 MITS3P2c | CloudApplication 2
Development Development
Practical
MITS302d | Security Breaches MITS3P2d | SecurityBreaches
andCountermeasures and
Countermeasures
Practical
Elective2: SelectAny onefrom thecourses listetbelow alongwith correspondingractical
course
MITS303a | MachineLearning MITS3P3a | MachineLearning
Practical
MITS303b | Biomedicallmage MITS3P3b | Biomedicallmage
Processing 4 Processindpractical 5
MITS303c | CloudManagement MITS3P3c | CloudManagement
Practical
MITS303d | MalwareAnalysis MITS3P3d | MalwareAnalysis
Practical
Elective3: Select Anyonefrom thecoursedisted below alongwith correspondingractical
course
MITS304a | RoboticProcess MITS3P4a | RoboticProcess
Automation AutomationPractical
MITS304b | Virtual Reality and MITS3P4b | Virtual Reality
AugmentedReality andAugmented
4 Reality 2
Practical
MITS304c | DataCenter MITS3P4c | DataCenter
Technologies Technologies
Practical
MITS304d | OffensiveSecurity MITS3P4d | OffensiveSecurity
Practical
Total TheoryCredits 16 Total PracticalCredits 8

Total Credits for Semestelll:

24
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SEMESTER - IV

CourseTitle
Course | Theory Credits | Course Practical Credits
Code Code
MITS401 | Blockchain 4 MITS4P1 [Blockchain Practical 2
Electivel: Select Anyonefrom thecourses listethelow alongwith correspondingractical
course
MITS4023 NaturalLanguage MITS4P2a| NaturalLanguage
Processing Processindpractical
MITS402h Digital Image MITS4P2b| Digital Image
Forensics 4 Forensicractical 5
MITS402g Advanced loT MITS4P2c| Advanced loT
Practical
MITS4029 CyberForensics MITS4P2d| CyberForensics
Practical
Elective2: SelectAny onefrom the courses listed below alongth correspondingpractical
course
MITS403g DeeplLearning MITS4P3a| DeeplLearning
Practical
MITS403 RemoteSensing MITS4P3b| RemoteSensing
Practical
MITS403¢g Server Virtualization 4 MITS4P3c| Server Virtualization 2
onVMWare Platform onVMWare
Platform
Practical
MITS403d SecurityOperations MITS4P3d| SecurityOperations
Center CenterPractical
Elective3: Select Anyonefrom the courses$isted below.ProjectimplementatiorandViva is
compulsory
MITS404g HumanComputer
Interaction
MITS4048 Advanced :
Applications of 4 MITS4P4 IPrOJIECt . 5
ImageProcessing amng\/?\r/r;entatlon
MITS404q Storageasa Service
MITS404d InformationSecurity
Auditing
Total TheoryCredits 16 Total PracticalCredits 8
Total Creditsfor SemestelV: 24
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SEMESTER I

555555



Technical Writing and Entrepreneurship Development
COURSE CODE: MITS301 COURSE CREDIT: 04
Course Objectives:

1 This course aims t@rovide conceptual understanding of developing strong foundation in
general writing, including research proposal and reports.

11t covers the technological developing skills for writing Article, BlogB&ok, Commercial

web Page design, Business Listing$¥ Release,-Bsting and Product Description.

9 This course aims to provide conceptual understanding of innovation and entrepreneurship
development.

Sr. No Modules/Units No of Lectures

Introduction to Technical Communication:

What Is TechnicaCommunication? The Challenges of Produg
Technical Communication, Characteristics of a Techr
Document, Measures of Excellence in Technical Docum
Skills and Qualities Shared by Successful Workp
Communicators, How Communication Skills and Qtied Affect
Your Career?

Understanding Ethical and Legal Considerations: A Brief
Introduction to Ethics, Your Ethical Obligations, Your Le
1. Obligations, The Role of Corporate Culture in Ethical and L
Conduct, Understanding Ethical and Legal Issuedated to 12
Social Media, Communicating Ethically Across Cultur
Principles for Ethical Communication
Writing Technical Documents: Planning, Drafting, Revising
Editing, Proofreading

Writing Collaboratively: Advantages and Disadvantages
Collaboration,Managing Projects, Conducting Meetings, Us
Social Media and Other Electronic Tools in Collaborat
Importance of Word Press Website, Gender and Collaborg
Culture and Collaboration.

Introduction to Content Writing: Types of Content (Article
Blog, E-Books, Press Release, Newsletters Etc), Explq
Content Publication Channels. Distribution of your content ac
various channels.
Blog Creation: Understand the psychology behind your w
traffic, Creating killing lading pages which attract users, Usin
2. Landing Page Creators, Setting up Accelerated Mobile P
Identifying Ul UX Experience of your website or blg 12
Organizing Your Information: Understanding Thre
Principles for Organizing Technical Information, Undangling
Conventional Organizational Patterii&nphasizing Important
Information: Writing Clear, Informative Titles, Writing Clea
Informative Headings, Writing Clear Informative Lists, Writi
Clear Informative Paragraphs.
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Creating Graphics: The FRunctions of Graphics, Th
Characteristics of an Effective Graphic, Understanding
Process of Creating Graphics, Using Color Effectively, Choo
the Appropriate Kind of Graphic, Creating Effective Graphics
Multicultural Readers.

Researching Your Subject: Understanding the Differencg
Between Academic and Workplace Research, Understandir
Research Process, Conducting Secondary Research, Cong
Primary ResearcliResearch and DocumentationLiterature
Reviews, Interviewing fo Information, Documenting Source
Copyright, Paraphrasing, Questionnaires.

Report Components: Abstracts, Introductions, Tables
Contents,  Executive = Summaries, Feasibility = Repq
Investigative Reports, Laboratory Reports, Test Reports,
Reports, Touble Reports

12

Writing Proposals: Understanding the Process of Writi
Proposal s, The Logistics of
Proposals, Persuasion and Proposals, Writing a Proposal
Structure of the Proposal.

Writing Informational Reports: Understanding the Process
Writing Informational Reports, Writing Directives, Writing Fie
Reports, Writing Progress and Status Reports, Writing Inci
Reports, Writing Meeting Minutes.

Writing Recommendation Reports: Understanding the Role ¢
Recommendation Reports, Using a Probfeaiving Model for
Preparing Recommendation Reports, Writing Recommendati
Reports.

Reviewing, Evaluating, and Testing Documents and Website
Understanding Reviewing, Evaluating, and TegtiReviewing
Documents and Websites, Conducting Usability Evaluati
Conducting Usability Tests, Using Internet tools to check writ
Quality, Duplicate Content Detector, What is Plagiarism?, |
to avoid writing plagiarism content?

Innovation managemern: an introduction: The importance o
innovation, Models of innovation, Innovation as a manage;
process.

Market adoption and technology diffusion: Time lag betweer
innovation and useable product, Innovation and the m;
Innovation and market visiorAnalysing internet search data
help adoption and forecasting sales ,Innovative new product
consumption patterns, Crowd sourcing for new product ic
Frugal innovation and ideas from everywhere, Innova
diffusion theories.

12

Managing innovation within firms: Organisations an
innovation, The dilemma of innovation management, Innova
dilemma in low technology sectors, Dynamic capabilit
Managing uncertainty, Managing innovation projects
Operations and process innovation:Operations managemet
The nature of design and innovation in the context of operat
Process design, Process design and innovation

Managing intellectual property: Intellectual property, Trad

12
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secrets, An introduction to patents, Trademarks, Brand ng
Copyright

Management of research and developmentVhat is researc
and development?, R&D management and the industrial co
R&D investment and company success, Classifying R&D, R§
managemit and its link with business strategy, Stratg
pressures on R&D, Which business to support and h
Allocation of funds to R&D, Level of R&D expenditure
Managing R&D projects: Successful technology manageme
The changing nature of R&D management, Huoguisition of
external technology, Effective R&D management, The link v

the product innovation process, Evaluating R&D projects.

REFERENCE BOOKS:

Books and References:

Sr. No. Title Author/s Publisher | Edition | Year
1. [Technical Mike Markel Bedford/St| 11 2014
Communication Martin's
2. [nnovation Management Paul Trott Pearson 06 2017
and New Product
Development
3. Handbook of Technical Gerald J. Bedford/St| 09 2008
Writing Alred , Charles T. | Martin's
Brusaw , Walter E.
Oliu
4. [TechnicalWriting 101: A Alan S. Pringle andscriptorium| 03 2009
RealWorld Guide to Sarah S. O'Keefe
Planning and Writing
Technical Content
5. [Innovation and Peter Drucker Harper 03 2009
Entrepreneurship Business
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Note:

Particulars (University
syllabus)

Proposed Syllabus

Remarks

Unit 1

Introduction to Technical
Communicationnderstanding
Ethical and Legal Considerations
Writing Technical Documents,
Writing Collaboratively

No Change

NIL

Unit 2

Introduction to Content Writing,
Organizing Your Information,
Emphasizing Important
Information

No Change

NIL

Unit 3

Creating Graphics, Researching
Your Subject, Research and
Documentation, Report
Components

No Change

NIL

Unit 4

Writing Proposals, Writing
Informational Reports\riting
Recommendation Reports,
Reviewing, Evaluating, and
Testing Documents and Website
Innovation management: an
introduction, Market adoption
and technology diffusion

No Change

NIL

Unit 5

Managing innovation within firms
Operations and process
innovation, Managing intellectual
property, Management of resear(
and Development, Managing R&

projects

No Change

NIL
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Project Documentationand Viva

COURSE CODE: MITS3P1 COURSE CREDIT: 02

The learners are expected to develop a project beyond the undergraduate level. Normal websites,
applications, mobile apps are not expected. Preferably, the project should be from the elective choser
the learner at the postagiuate level. In semestthree, he learner is supposed to prepare the synopsis
and documentation. The same project has to be implemented in Semester IV.

More details about the project is given is Appendix 1.
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Applied Artificial Intelligence
COURSE CODE: MITS302a COURSE CREDIT: 04
Course Objectives:

1 To explore the applied branches of artificial intelligence

1 To enable the learner to understand applications of artiintelligence

1 To enable the student to solve the problem aligned with derived branches of artificial
intelligence.

Sr. No Modules/Units No of Lectures

Reviewof Al: History, foundation andhpplications

Expert System and Applications: Phases in Buildingexpert
1. |System, Expert System Architecture, Expert System ve
Traditional Systems, Rule based Expert Systems, Blackb 12
Systems, Truth Maintenance System, Application of Expert
SystemsShellsandTools

Probability Theory: joint probability, conditional probability,
B a y etkeGrem,probabilitiesin rules and facts of rule based
systemcumulativeprobabilities,rule basedsystemand Bayesian
method

Fuzzy Sets and Fuzzy LogicFuzzySets,Fuzzysetoperations,
Types of Member ship Functions, Multivalued Logic, Fuzzy
Logic, Linguistic variables and Hedges, Fuzpyopositions,
inferencerulesfor fuzzy propositions fuzzy systemspossibility
theoryandotherenhancement thogic

12

Machine Learning Paradigms: Machine Learning systems
supervised and un-supervised learning, inductive learning,
deductive learning, clustering, support vector machines, ca
3. |pbasedeasoningnd learning.

Artificial Neural Networks: Artificial NeuralNetworks,Single
Layer feedforward networks, mulyer feedforward networks, 12
radial basisfunction networks,designissuesof artificial neural
networksand recurrent networks

Evolutionary  Computation:  Soft computing, genetic
algorithms, genetic programming concepts, evolutionary
programming,swarmintelligence,ant colony paradigm,particle
4. |[swarm optimization and applications of evolutionalyorithms.
Intelligent Agents: Agentsvs softwareprograms,classification
of agents, working of an agent, single agent amdtiagent 12
systems, performance evaluation, architecture, agent
communicatioanguageapplications

Advanced  Knowledge  Representation  Techniques:
Conceptualdependencytheory, script structures,CYC theory,
5. [scriptstructure CYC theory,case grammarsemantioveb. 12
Natural Language Processing: Sentence Analysis phases
grammars and parsers, types of parsers, semantic analysis,
universalnetworkinglanguagedictionary
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REFERENCE BOOKS:

Booksand References:

Sr.No. | Title Author/s Publisher | Edition | Year
1. | Artificial Intelligence SarojKaushik Cengage | 1st 2019
2. Artificial Intelligence:A | A. Russel, Peter 1st
ModernApproach Norvig
3. | Artificial Intelligence Elaine Rich,Kevin | TataMc- 3rd
Knight,Shivashanka| Grawhill
B. Nair
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https://www.abebooks.com/servlet/SearchResults?an=kevin%20knight%20elaine%20rich&cm_sp=det-_-bdp-_-author
https://www.abebooks.com/servlet/SearchResults?an=kevin%20knight%20elaine%20rich&cm_sp=det-_-bdp-_-author
https://www.abebooks.com/servlet/SearchResults?an=kevin%20knight%20elaine%20rich&cm_sp=det-_-bdp-_-author

Note:

Particulars (University
syllabus)

Proposed Syllabus

Remarks

Unit 1
Reviewof Al, Expert System and
Applications

No Change

NIL

Unit 2
ProbabilityTheory, FuzzySetsand
FuzzyLogic

No Change

NIL

Unit 3
Machine Learning Paradigms,
Artificial NeuralNetworks

No Change

NIL

Unit 4
EvolutionaryComputation,
IntelligentAgents

No Change

NIL

Unit 5

AdvancedKnowledge
Representatioffechniques, Naturg
LanguageProcessing

No Change

NIL

14| Page




Artificial Intelligence Practical

COURSE CODE: MITS3P2a COURSE CREDIT: 02

= = =41

To understand the fundamentals concepts of expert system and its applications.

To use probability and concept of fuzzy sets for solving Al based problems.

To be able to understand thpplications of Machine Learnirapdalso apply fuzzy system

for solving problems.

To understand the applications of genetic algorithms in different problems related to
artificial intelligence.

1 To use knowledge representation techniques in natural languacgssing

List of Practical:

1. Designan ExpertsystemusingAIML
E.g: An expertsystemfor respondinghe patientqueryfor identifying the flu.

2. Designabot usingAIML.

3. ImplementBayesTheoremusingPython

4, ImplementConditionalProbabilityandjoint probabilityusingPython

5. Write aprogramfor to implement Ruldased system.

6. Designa Fuzzy basedapplication using’ython /R.

7. Write an applicatiorio simulatesupervise@nd unsupervisedearning model.

8. Write anapplicationto implementclusteringalgorithm.

9. Write anapplicationto implementsupportvector machinalgorithm.

10. Simulate artificial neural network model with both feed forward lzenck
propagation approach. [You can add some functionatienhance the
model].

11. Simulategeneticalgorithmwith suitableexampleusingPython/ R or anyother
platform.

12. Designan Artificial Intelligenceapplicationto implementintelligentagents.

13. Designanapplicationto simulate languagearser.

14. Designanapplicationto simulatesemantioveb.
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Computer Vision

COURSE CODE: MITS302b

Course Objectives:

T
T

= =4

To develop the student's understanding of idsues involved in trying to define and

simulate perception.

To familiarize the student with specific, well known computer vision methods, algorithms

and results.

To provide the student additional experience in the analysis and evaluation of complicated

systems.

COURSE CREDIT: 04

To provide the student additional software development experience.
To provide the student with paper and proposal writing experience.

Sr. No

Modules/Units

No of Lectures

Introduction: Whatis computervision?, A brief history, Image
formation, Geometricprimitives and transformationsGeometric
primitives, D transformations, D transformations, D rotations,
to D projections,Lensdistortions,Photometriamageformation,
Lighting, Reflectanceand shading, Optics, The digital camera,
Samplingandaliasing,Color, Compression
Feature-basedalignment: D and D featurebasedalignment, D
alignment using least squares , ApplicatRemography lterative
algorithms , Robust least squaaesd RANSAC , D alignment ,
Pose estimation , Lineaalgorithns, Iterative algorithms ,
Application: Augmentedreality , Geometricintrinsic calibration,
Calibration patterns,Vanishing points , Application:

Singleview metrology, Rotationalmotion,Radialdistortion

12

Structure from motion : Triangulation, Two-frame structure
from motion , Projective (uncalibrated) reconstruction, Self
calibration , Application: View morphing , Factorization,
Perspectiveand projective factorization , Application: Sparse [
model extraction, Bundle adjustment, Exploiting sparsity ,
Application: Match move and augmentedreality , Uncertainty
and ambiguities , Application: Reconstruction from Intern
photos , Constrained structure and motion , Line-based
techniques Planebasedechniques

Dense motion estimation : Translational alignment |,
Hierarchical motion estimation, Fourierbased alignment,
Incrementalrefinement, Parametriomotion, Application: Video
stabilization, Learned motion models, Splinebased motion,
Application: Medical imageregistration, Optical flow, Multi-
frame motion estimation, Application: Video denoising ,
Application: De- interlacing , Layered motion, Application:
Frameinterpolation,Transparenkayers andeflections

12

16| Page




Image stitching : Motion models, Planar perspectivemotion,
Application: Whiteboard and document scanning, Rotational
panoramas Gap closing , Application: Video summarization
and compression, Cylindrical argpbhericalcoordinatesGlobal
alignment, Bundle adjustment, Parallaxemoval, Recognizing
panoramaspirect vsfeaturebased alignment, Compositing ,
Choosinga compositingsurface,Pixel selectionand weighting
(de-ghosting) ApplicationPhotomontage, Blending
Computational photography : Photometric calibration,
Radiometric response function ,Noise level estimation,
Vignetting ,Optical blur (spatial response)estimation, High
dynamic range imaging ,Tone mapping, Application
Flash photography, Supegsolution and bluremoval, Color
imagedemosaicing, Applicatior€olorization, Imagemating and
compositing ,Blue screen matting ,Natural image matting
,Optimization based matting ,Smoke, shadow, and flash ma
,Video matting, Textureanalysisand synthesis Application: Hole
filling andinpainting,Application:Non- photorealisticendering

12

Stereocorrespondence
Epipolar geometry , Rectification ,Plane sweep , Spg
correspondenceD curvesand profiles, Densecorrespondence
Similarity measures , Local methodSubpixel estimationand
uncertainty, Application: Stereebasedhead tracking , Global
optimization , Dynamic programming , Segmentatibased
techniquesApplication: Z-keying and backgroundreplacement,
Multi-view stereo, Volumetric and D surfacereconstruction,
Shapdrom silhouettes

3D reconstruction : Shapefrom X , Shape from shadingand
photometricstereo Shapefrom texture,Shapefrom focus, Active
rangefinding, Rangedatamerging, Application: Digital heritage,
Surface representations, Surface interpolation, Surface
simplification, Geometryimages, Pointbased representations
Volumetric representations Implicit surfaces and level sets ,
Modelbased reconstruction, ArchitectureHeads and faces ,
Application: Facial animation, Whole bodsnodeling and
tracking, Recoveringtexture maps and albedos, Estimating
BRDFs Application: D photography

12

Image-basedrendering : View interpolation,View- dependent
texture maps, Application: Photo Tourism Layered depth

images, Impostors, sprites, and layers, Light fields and
Lumigraphs , Unstructured LumigraphSurface light fields,

Application: Concentricmosaics,Environment mattesHigher

dimensional light fields The modelingto renderingcontinuum,
Video-basedrendering, Video-basedanimation,Video textures,

Application: Animatingpictures, D Video, ApplicationVideo-

basedwvalkthroughs

Recognition : Object detection, Face detection, Pedestrian
detection,Facerecognition, EigenfacesActive appearancand

D shape models, Application: Personal photo collections,
Instance recognition, Geometric alignment, Large databases,
Application:Location recognition,Categoryrecognition,Bag of

words, Partbased models, Recognition with segmentation,

12
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Application: Image search,

Recognitiondatabaseandtestsets

Application: Intelligent photo editing, Context and sceng

understanding , Learningand large image collections,

REFERENCE BOOKS:

Booksand References:

Sr.No. | Title

Author/s Publisher | Edition | Year
1. | Computenision: Algorithms | RichardSzeliski | Springer | 1% 2010
andApplications Edition
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Note:

Particulars (University syllabus) Proposed Syllabus Remarks

Unit 1

Introduction, Featurdasedalignment No Change NIL
Unit 2

Structurefrom motion, Densenotion No Change

estimation NIL
Unit 3

Imagestitching, Computational No Change

photography NIL
Unit 4

Stereocorresponden¢&D No Change

reconstruction NIL
Unit 5 No Change NIL

Imagebasedendering, Recognition
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Computer Vision Practical
COURSE CODE: MITS3P2b COURSE CREDIT: 02
Course Objectives:

To understand the basics of computer vision

To understand and analyse various structure form motion and various estimates of
Dense Motion

To gply various motion models to images and understand computation photography
techniques

To gply Epipolar geometry, Rectification and various other 3D correspondence and
Stereo reconstruction techniques

To understand imagbased rendering and reconsttion

= =2 =/ -

List of Practical:

10 practicals coveringthe entire syllabus must be performed. The detailed list of practical
will be circulated later in the official workshop.
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Cloud Application Development
COURSE CODE: MITS302c COURSE CREDIT: 04
Course Objectives:

To develop and deploy Microservices for cloud

To understand Kubernetes and deploy applications on Azure Kubernetes.Service
To understand DevOps féwzure

To follow the DevOps practices for software development

To build APIs for Azure and AW.S

E

Sr. No Modules/Units No of Lectures

Implementing  Microservices: Client to microservices
communicationnterservicecommunicationgdataconsiderations,
security, monitoring, microservices hostipigtformoptions.
Azure Service Fabric: Introduction, core concepts,supported
1. [programmingmodels,servicefabric clusters,developand deploy
applications of servictbric. 12
Monitoring Azure Service Fabric Clusters: Azure application,
resourcemanageitemplate, Adding Application Monitoring to a
Stateless Service Using Application Insights, Cluster
monitoring, Infrastructure monitoring.

Azure Kubernetes Service (AKS): Introductionto kubernetes
andAKS, AKS developmentools,Deployapplicationson AKS.
Monitoring AKS: Monitoring, Azure monitor and analytics,
monitoring AKS clusters, native kubernetes dashboard,
Prometheuand Grafana.

Securing Microservices: Authentication in microservices
2. |Implenting security using APl gateway pattern,Creating
application using Ocrlot and securing APIs with Azure A 12
Database Design for Microservices: Data stores, monolithic
approach,Microservicesapproach harnessingloud computing,
dataase options on MS Azure, overcoming application
development challenges.

Building Microservices on Azure Stack: Azure stack,Offering
laaS,PaaSon-premisesimplified, SaaSon Azure stack.

NET DevOps for Azure: DevOps introduction, Problerand
solution.

Professional Grade DevOps Environment: The state of
DevOps,professionagradeDevOpsvision, DevOpsarchitecture,
3. [tools for professionalDevOps environmentDevOps centered
application.

Tracking work: Process template, Types of work item 12
Customizingthe processWorking with theprocess.

Tracking code: Numberof repositoriesGit repository structure,
branchingpattern,Azure reposconfiguration,Git andAzure.
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Building the code: Structureof build, using builds with .NET
core andAzurepipelines,

Validating the code: Strategyfor defectdetection/mplementing

defect detection.

Release candidate creation: Designing release candidat
architectureAzureartifactsworkflow for releasecandidates,

Azure and AWS Design
andimplementatiorof APIs
for the Cloud

Deploying the release: Designing deployment pipeline, 12
Implementingdeployment in Azur@ipelines.
Operating and monitoring release:Principles,Architecturedor
observability Jumpstartingpbservability.
Introduction to APIs: Introduction, APl economyAPIsin
public sector.
API Strategy and Architecture: API Strategy,API value
chain,API architecture APl management.
API Development:ConsiderationsStandardskick-stariAPI 12
development, team orientation.
APl Gateways: API Gatewaysn public cloud, Azure API
managemenAWS APl gateway.
APl Security: Requesbased security, Authentication and
authorization.
REFERENCE BOOKS:
Booksand References:
Sr.No. | Title Author/s Publisher | Edition | Year
1. Building Microservices Harsh Chawla Apress -- 2019
Applications on Microsoft | HemantKathuria
Azure- Designing,
DevelopingDeploying,and
Monitoring
2. .NET DevOps for Azure JeffreyPalermo Apress -- 2019
ADevel Gpideto d s
DevOpsArchitecturethe
Right Way
3. Practical API Architecture | Thurupathan Apress -- 2018
and Development with Vijayakumar
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1

ImplementingMicroservices, Azure
ServiceFabric, MonitoringAzure
ServiceFabricClusters

No Change

NIL

Unit 2
AzureKubernetesservice(AKS),
Monitoring AKS, Securing
Microservices, Databageesignfor
Microservices, BuildingMlicroservices
on Azure Stack

No Change

NIL

Unit 3

.NET DevOps for Azure, Professioni
Grade DevOpg&nvironment, Tracking
work, Trackingcode

No Change

NIL

Unit 4

Building the code, Validatinghe
code, Release candidate creation,
Deploying the release, Operatiagd
monitoringrelease

No Change

NIL

Unit 5
Introductionto APIs, API Strategy
and Architecture, APIDevelopment,

API Gateways, APSecurity

No Change

NIL
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Cloud Application Development Practical
COURSE CODE: MITS3P2c COURSE CREDIT: 02

To develop the Microservices fatoud and deploy them on Microsoft Azure.
To huild and deploy services to Azure Kubernetes service

To understand and build the DevOps way.

To thoroughly build the applications in the DevOps way.

To huild the APIs for Microsoft Azure and AWS.

E

List of Practical:

1. Developan ASP.NETCoreMVC basedStatelessVeb App.

Developa SpringBoot API.

2.
3. Createan ASP.NET CoraNeb APlandconfiguremonitoring.
4 a. CreateanAzureKubernetesServiceCluster

b. EnableAzure DevSpace®n anAKS Cluster

. ConfigureVisual Studioto Work with an Azure KubernetesServiceCluster

. ConfigureVisual StudioCodeto Work with an Azure KubernetesserviceCluster

olalo

DeployApplicationon AKS
i. CoreWebAPI
ii. Node.jsAPI

5. Createan AKS cluster
a. fromtheportal
b. with AzureCLI

6. CreateanApplication GatewayJsingOcelotandSecuringAPIswith Azure AD.
7. Createadatabase desigor Microservicesanapplicationusingthedatabase.
8. a. CreateanAPl managemergervice

b. CreateanAPI gatewayservice
9. Demonstrate

a. SecuringAPIswith AzureActive Directory.

b. IssuingacustomJWTtoken usingasymmetric signing key
c. Pre-Authentication in Azure APIManagement

d. AWSAPIGatewayAuthorizer

10. | Createaserverless APusingAzurefunctions

11. Createan AWS Lambdafunction

12. Build AWS Lambdawith AWS API gateway
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Security Breaches and Countermeasures
COURSE CODE: MITS302d COURSE CREDIT: 04
Course Objectives:

To get the insight of theecurity loopholes in every aspect of computing.

To understand the threats and different types of attacks that can be launched on computing
systems.

To know the countermeasures that can be taken to prevent attacks on computing systems.

To test the softwaragainst the attacks.

T
T

T
T

Sr. No Modules/Units No of Lectures

Introduction to Security Breaching: Overview of

Information Security, Threats and Attack vectorSpncepts o
Hackingi Ethical and Unethicallnformation Security Controly
Concepts ofpenetrationTesting, Information Security Laws and
Standards.

Evaluation Security of IT Organisation: Conceptdylethodology
Tools, Countermeasures, Penetrafi@sting.

Network Scanning: Concepts, Scanning beyond I&&I firewalls
Tools, Banner Grabbing, Scanning Techniques, Networ
Diagrams, penetration testingnumeration: Concepts, Differen
types ofenumerationNetbios, SNMP, LDAP, NTP, SMTHEINS,
other enumeration techniques, Countermeasurgnetratiof
Testing

12

Analysis of Vulnerability: Concepts, Assessmesolutions,
Scoring Systems, Assessment ToglssessmeriReports.
Breaching System Security: Concepts, Crackingasswords
Escalating privileges, ExecutingApplications, Hiding files
2. |covering trackspenetratiortesting.

Threats due b malware: Concepts, Malwarénalysis, Trojan 12
concepts, countermeasuresyirus and worm concepts, anf
malware softwargypenetratiortesting.

Network  Sniffing:  Concepts, countermeasuressniffing
techniques, detection techniques, tquésetratiortesting

Social Engineering:Concepts, Impersonation oetworkingsites,
Techniques, Identityheft, Insiderthreats,countermeasuresen
testing.

Denial of Service and Distributed Denial of service:Concepts
techniques, botnets, attack toaeuntermeasures, protection to
penetration testindgfdijacking an active session:Concepts, toolg
application level session hijacking, countermeasunetsyorklevel 12
sessiorhijacking, penetratiortesting.

Evasion of IDS, Firewalls and Honeypots:Introduction and
concepts,detecting honeypotsevading IDS, IDS and Firews
evasioncountermeasuresyadingfirewalls, penetration testing.
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Compromising Web Servers: Concepts, attacks, attack]
methodology, attack tools, countermeasupasch managemen
web server security toolpenetratiortesting.

Compromising Web Applications: Concepts threats,methods
tools,countermeasuretgstingtools penetratiortesting.
Performing SQL Injection: Concepts, typesnethodology, tools

techniquescountermeasure§.ompromising Wireless Networks: 12

Concepts, wireless encryption, threats, methodology, tg

compromisingBluetooth,countermeasuresyireless securityools,

penetratiortesting.

Compromising Mobile Platforms: Attack  vectors

Compromising Android OS, Compromising iO8obile spyware

Mobile Device Management, Mobgdecurity,penetration testing.

Compromising loT:  Concepts, attacks, compromising

methodologytools,countermeasurgsenetratiortesting. 12

Cloud Security: Concepts, Security, threats, attackgools,

penetration testing.

Cryptography: Concepts, email encryptionalgorithms, disk

encryption, tools, cryptanalysis, Public key infrastructure

countermeasures.

REFERENCE BOOKS:
BooksandReferences:
Sr.No. | Title Author/s Publisher Edition | Year

1. CEHv10,Certified Ethical | Ric Messier | Sybex- Wiley | - 2019
Hacker StudyGuide

2. All in One,Certified Matt Walker | TataMcGraw | - 2012
EthicalHacker Hill

3. | CEHV10: EC-Council I.P. Specialist | IPSPECIALIST]| - 2018
Certified Ethical Hacker
CompleteTrainingGuide
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1

Introduction to Security Breaching,
Evaluation Security of IT
Organisation, Network Scanning,
Enumeration

No Change

NIL

Unit 2

Analysis of Vulnerability, Breaching
System Security, Threats due to
malware, Network Sniffing

No Change

NIL

Unit 3

Social Engineering, Denialf Service
andDistributedDenial of service,
Hijacking an active session, Evasion
of IDS, Firewalls and Honeypots

No Change

NIL

Unit 4

Compromising Web Servers,
CompromisingWWeb Applications,
Performing SQL Injection,
Compromising Wireless Networks

No Change

NIL

Unit 5
Compromising Mobile Platforms,
CompromisingoT, Cloud Security,

Cryptography

No Change

NIL
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Security Breaches and Countermeasures Practical

COURSE CODE: MITS3P2d COURSE CREDIT: 02

Course Objectives:

1 To be able to identify the different securigyeaches that can occur

1 To be able to identify the vulnerability in the systems, breacls¢barityof the system,
identify the threats du malware and sniffhe network.

1 To be able to perform social engineering and educate peopletrdialfrom attacksdue
to social engineering,understandand launch DoS and DDoS attackshijack and active
session and evade IDS and Firewalls.

1 To be able to identify the vulnerabilities in the Web Servers, Wallications, perform
SQL injection and get into theireless networks.

1 To beableto identify the vulnerabilities irthe newer technologies likaobiles, 10T and
cloud computing.

List of Practical:
1. a. Usethefollowing toolsto perform footprintingandreconnaissance
i. Reconng (UsingKali Linux)
ii. FOCATool
iii. WindowsCommandLine Utilities
1Ping
f Tracertusing Ping
I Tracert
TNSLookup
iv. WebsiteCopierTool i HTTrack
v. Metasploit(for informationgathering)
vi. WhoisLookup Tools for Mobild DNS Tools, Whois, Ultrarools Mobile
vii. SmartWhois
viii. eMailTrackerPro
ix. Toolsfor Mobile T Network Scannerfing i Network Tool, Network Discovery
Tool, Port Droid Tool
b. Scanthe networkusing thefollowing tools:
i. Hping2 / Hping3
ii. Advanced IPScanner
iii. Angry IP Scanner
iv. Masscan
v. NEET
vi. CurrPorts
vii. ColasoftPacketBuilder
viii. TheDude
iX.
2. c. UseProxyWorkbenchto seethe data passinfprough itand savehe data tdile.
d. PerformNetworkDiscoveryusing thefollowing tools:
i. SolarWind NetworkTopology Mapper
ii. OpManager
iii. NetworkView
iv. LANStatePro
e. Usethe followingcensorshigircumventiontools:
i. Alkasir
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ii. TailsOS

f.  Use Scanning Tools for MobileNetwork Scanner, Fing Network Tool,
NetworkDiscoveryTool, Port Droid Tool

a. PerformEnumeration usinthe followingtools:

i. Nmap

ii. NetBIOSEnumerationrool

iii. SuperScaisoftware

iv. Hyena

v. SoftPerfecNetwork ScanneiT ool

vi. OpUtils

vii. SolarWindsE n g i nT®dasetd s

viii. Wireshark

b. Performthevulnerabilityanalysisusingthe followingtools:

i. Nessus

ii. OpenVas

a. Performmobile network scanningsingNESSUS.

b. Performthe SystenHacking using théollowing tools:

i. Winrtgen

ii. PWDump

iii. Ophcrack

iv. Flexispy

v. NTFS StreamManipulation

vi. ADS Spy

vii. Snow

viii. Quickstego

ix. ClearingAudit Policies

x. ClearingLogs

a. Use wireshark to sniff the network.

b. Use SMAC for MAC Spoofing.

c. Use Caspbletwork Analyser.

d. Use Omnipeek Network Analyzer.

a. Use Social Engineering Toolkit on Kali Linux to perform Social Engineering (
Kali Linux.

b. Perform the DDOS attack using the following tools:

i. HOIC

ii. LOIC

iii. HULK

iv. Metasploit

c. Using Burp Suite to inspect and modify traffic between the browser and targg
application.

a. Perform Web App Scanning using OWASP Zed Proxy.

b. Use droidsheep on mobile for session hijacking

c. Demonstrate the use of the followiingwalls:

i. Zonealarm and analyse using Firewall Analyzer.

ii. Comodo Firewall

d. Use HoneyBOT to capture malicious network traffic.

e. Use the following tools to protect attacks on the web servers:

i. ID Server

ii. Microsoft BaselineSecurity Analyzer

iii. Syhunt Hybrid
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a. Protect the Web Application using dotDefender.

b. Demonstrate the following tools to perform SQL Injection:

i. Tyrant SQL

ii. Havij

iii. BBQSQL
9. Use Aircrackng suite for wireless hacking anduntermeasures.
10. Use the following tools for cryptography

i. HashCalc

ii. Advanced Encryption Package

iii. MD5 Calculator

iv. TrueCrypt

v. CrypTool
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Machine Learning

COURSE CODE: MITS303a

Course Objectives:

1 Understanding Human learning aspects.
1 Understanding primitives in learning process by computer.

1 Understanding nature of problems solved with Machine Learning

COURSE CREDIT: 04

Sr. No

Modules/Units

No of Lectures

Introduction: Machinelearning,Examplesof Machind_earning
Problems, Structure of Learning, learning verddssigning,
Training versus Testing, Characteristicsof Machine learning
tasks, Predictive and descriptitasks,MachinelearningModels:
Geometric Models, Logical Models, Probabilistic Models.
Features: Feature types, Feature Construction and
TransformationFeatureSelection.

12

Classification and Regression: Classification: Binary
Classification Assessing Classification performance,Class
probability Estimation Assessingclass probability Estimates,
Multiclass Classification.RegressionAssessingperformanceof
Regression Error measures, Overfitting- Catalysts for
Overfitting, Case study of Polynomial Regression.Theory of
Generalization: Effective numberof hypothesis,Boundingthe
Growth functionVC DimensionsRegularizatiortheory.

12

Linear Models: Least Squares method, Multivariate Linear
Regression, Regularized Regression, Usihgast Square
regression for Classification. Perceptron, Supp&éector
Machines, Soft Margin SVM, Obtaining probabilities from
Linear classifiers, Kernel methods foon-Linearity.

12

Logic Basedand Algebraic Model: Distance Based Models:
Neighboursand Examples, Nearest Neighbout&ssification,
Distance based clusteringk means Algorithm, Hierarchical
clustering, Rule Based Models: Rule learning for subgroup
discovery, Association rule mining.  Tree Based Models:
Decision Trees, Rankingand Probdility estimation Trees,
Regressionrees,ClusteringTrees.

12

Probabilistic Model:

Normal Distribution and Its Geometric Interpretations,Naive
Bayes Classifier, Discriminative learning with Maximum
likelihood, Probabilistic Models with Hiddenvariables:
EstimationaMaximization Methods, Gaussian Mixtures, and
Compression based Models.

Trends In Machine Learning : Model and Symbols Bagging
and Boosting, Multitask learning, Online learnamyl Sequence
Prediction,Data Streamsand Active Learning, Deep Learning,
Reinforcement.earning.

12
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REFERENCE BOOKS:

Booksand References:
Sr.No. | Title Author/s Publisher | Edition | Year
1. | MachineLearning:TheArt | PeterFlach Cambridge 2012
and Science of Algorithms University
thatMake Sense of Data Press
2. Introductionto Statistical Hastie,Tibshirani, | Springer | 2nd 2012
MachineLearningwith Friedman
Applicationsin R
3. | Introductionto Machine EthemAlpaydin | PHI 2nd 2013
Learning
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1
Introduction

No Change

NIL

Unit 2
ClassificationrandRegression,
Regression, Theoryf Generalization

No Change

NIL

Unit 3
LinearModels

No Change

NIL

Unit 4

Logic BasedandAlgebraicModel:
DistanceBasedModels, Rule Based
Models, Tree Based Models

No Change

NIL

Unit 5
ProbabilisticModel, Trenddn Machine
Learning

No Change

NIL
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Machine Learning Practical

COURSE CODE: MITS3P3a COURSE CREDIT: 02

Course Objectives:

T

T
T

To understand the key issues in Machine Learning and its associated applications in
intelligentbusiness and scientif@mmputing.

To acquirethe knowledgeaboutclassification andegressioriechniques

To understand and implement the techniques for extracting the knowledge using machine
learningmethods.

To achieve adequate perspectives of big data analytics in various applications like
recommendesystems, social medapplicatiors etc.

To understand the statistical approach related to machine learningamotd the
algorithms to a realvorld problem, optimize the models learned and report on the
expectedaccuracythatcan beachieved bypplyingthe models.

List of Practical:

1.

a. Designa simplemachinelearningmodelto train the traininginstancesandtestthe
same.

b. Implementand demonstratehe FIND-S algorithm for finding the most specific
hypothesidasedn agivensetof trainingdatasamplesReadthetrainingdatafrom
a.CSV file

a. PerformData Loading, Featureselection(Principal Componentanalysis)and
FeatureScoring and Ranking.

b. For a given set of training data examples stored in a .CSV file, implemer
demonstrate the CandideEimination algorithm to output a description of the ¢
of all hypotheses consistent with the trainex@mples.

a. Write a program to implement the naive Bayesian classifier for a sample tr
data set stored as a .CSV file. Compute the accuracy alabsifier, considering
few test datasets.

O

. Write a programto implementDecision Tree and Randomforestwith Prediction,
TestScoreand Confusion Matrix.

a. For a given setof training dataexamplesstoredin a .CSV file implementLeast
SquareRegressioralgorithm.

b. For a givensetof training dataexamplesstoredin a .CSV file implementLogistic
Regressiomlgorithm.

a. Write a programto demonstratethe working of the decision tree basedID3
algorithm. Use an appropriate data setdoilding the decision tree and apply ti
knowledgeto classify anew sample.

O

. Write aprogramto implement-NearestNeighbouralgorithmto classifytheiris data
set.

a. Implementthe different Distancemethods(Euclidean)with Prediction,TestScore
andConfusion Matrix.

(op

. Implementthe classificationmodel using clusteringfor the following techniques
with K mean<clustering withPrediction, TesEcoreandConfusionMatrix.

a. Implementthe classificationmodel using clusteringfor the following techniques
with hierarchical clusteringith Prediction, TesBcoreandConfusion Matrix

O

. Implementthe Rulebased methodnd test theame.
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a. Write a programto constructa Bayesiametworkconsideringnedicaldata.Usethis
model todemonstrate the diagnosis of heart patients using standard Heart [
DataSet.

b. Implementthe nonparametricLocally WeightedRegressioralgorithmin orderto
fit datapoints. Selecappropriatadatasetfor your experimentand draw graphs.

a.Build anArtificial NeuralNetworkby implementingthe Backpropagatiomlgorithm
andtest thesame using appropriate da#ats.

b. Assuminga setof documentshatneedto be classified,usethe naiveBayesian
Classifiermodel to perform this task.

10.

a. Write a programto demonstratéhe working of the decisiontreebasedD3 algorithm
Use an appropriate data set for building the decision tree and appoitedge
to classify anew sample.

b. Build an Artificial Neural Network by implementirthe Backpropagation algorithn
andtest thesame using appropriate dakats.

11.

PerformText pre-processingText clustering classificationwith Prediction,TestScore
andConfusion Matrix
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Biomedical Image Processing

COURSE CODE: MITS303b COURSE CREDIT: 04

Course Objectives:

T
T
T

T

To design intelligent systems that can analyze biomedical images.

To understand different scientific approaches in biomedical image processing.

To understand the structure of biomedical images and how to correlate it with different
biological data.

To design systems to identify different physical conditions on the basis of biomedical
data.

Sr. No

Modules/Units No of Lectures

Introduction: Biosignals, Biosignal Measurement Systems,

TransducersAmplifier/Detector, Analog Signal Processing anc
Filters, ADC Conversion, Datdanks

Bio signal Measurements, Noise, and Analysis: Biosignals,

Noise, Signal Analysis: Data Functions arrdnsforms

Spectral Analysis: Classical Methods Fourier Serieg\nalysis, 12
PowerSpectrumSpectral Averaging:We | cMethed

Noise Reduction and Digital Filters : Noise Reduction,Noise
Reduction through Ensemble Averaging, Z-Transform, Finite
ImpulseResponséilters, Infinite ImpulseResponsé&ilters

Modern Spectral Analysis: The Search for Narrowband

Signals: ParametricMethods, NonparametricAnalysis: Eigen
analysisFrequencyEstimation

Time Frequency Analysis: Basic Approaches,The ShortTerm

Fourie Transform: The Spectrogram, Th&Vigner Ville

Di stribution: A S [lss,iCa h e @&s
Distributions 12
Wavelet Analysis: Continuous Wavelet Transform, Discrete
WaveletTransform FeatureDetectionWaveletPackets

Optimal and Adaptive Filters: Optimal Signal Processing:
Wiener Filters, Adaptive Signal ProcessirfghaseSensitive
Detection

Multivariate Analyses: Principal Component Analysisand
Independent Component Analysis : Linear Transformations,
Principal ComponenfAnalysis,Independent ComponeAnalysis
Chaos and Nonlinear Dynamics :Nonlinear SystemsPhase
Space, Estimating the Embedding Parameters,Quantifying
Trajectories in Phase Space: The Lyapuexponent,Nonlinear
Analysis: The Correlation Dimension, Tests for Nonlinearity:
SurrogateDataAnalysis 12
Nonlinearity  Detection:  Information -Based Methods:
Informationand Regularity,Mutual InformationFunction,Spectral
Entropy, PhaseSpaceBased Entropy Methods, Detrended
FluctuationAnalysis
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Image Processing:Filters, Transformations, and Registration

: Two-DimensionalFourier TransformLinear Filtering, Spatial
TransformationslmageRegistration

Image Segmentation: PixelBasedMethodsContinuity-Based
Methods, Multi thresholdingMorphological Operations,Edge
Based Segmentatiommage Acquisition and Reconstruction :
Imaging Modalities, CT, PET, and SPECT, Magnetic Resona
Imaging,Functional MRI

12

Classification I: Linear Discriminant Analysis and Support
Vector Machines : Linear Discriminators,Evaluating Classifier
Performance, Higher Dimensiok®rnel Machines
Support Vector Machines, Machine Capacity: Overfitting or
‘Less Is More", Extending the Number of Variablesand
Classes,Cluster Analysis Classification 1l: Adaptive Neural
Nets : Training theMcCullough Pitts Neuron, The Gradient
DecentMethodor Delta Rule, Two-Layer Nets: Back Projection,
ThreeLayer Nets, Training StrategiesMultiple Classifications,
Multiple InputVariables

12

REFERENCE BOOKS:

Booksand References:

Sr.No.

Title

Author/s

Publisher

Edition

Year

1.

BiosignalandMedical
ImageProcessing

JohnL. Semmlow,
BenjaminGriffel

CRCPress

3rd

2014

2. | BiomedicalSignaland KayvanNajarian CRCPress
ImageProcessing RobertSplinter

2nd

2012

3. | Introductionto AndrewWebb Wiley-

Biomedicallmaging Interscience

2003
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1

Introduction, Biosignal
Measurements\loise,andAnalysis,
Spectral Analysis: Classical Methodj
NoiseReductionandDigital Filters

No Change

NIL

Unit 2

ModernSpectralAnalysis: The Search
for NarrowbandSignals, Time
FrequencyAnalysis, Wavelet
Analysis, OptimabndAdaptive
Filters,

No Change

NIL

Unit 3

Chaos and Nonlinear Dynamics,
Nonlinearity Detection:Information
BasedMethods

No Change

NIL

Unit 4

ImageProcessingFilters,
TransformationsandRegistration,
ImageSegmentation, Image
AcquisitionandReconstruction

No Change

NIL

Unit 5

Classification I: Linear Discriminant
Analysis andSupportVector
Machines, Classification II: Adaptive
Neural Nets

No Change

NIL
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Biomedical Image Processing Practical

COURSE CODE: MITS3P3b COURSE CREDIT: 02

Course Objectives:

)l
T
T
T

T

Understandbasicsof Bio signalsand various classicaltechniquesof bio signal
processing.

Understandrariousmodernspectralanalysisechniques.
Understancéndapplyvariousmultivariateanalysistechnique®n bio signals.
Understandand apply various transformationsfilters to images, and different
techniquedor imageacquisition and construction.

Understandthe Al perspectivein biological image processingusing SVM and
NeuraNetworks.

List of Practical:

10 practicals covering the entire syllabusmust beperformed. The detailed list ofpractical
will be circulated later in the official workshop.
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Cloud Management

COURSE CODE: MITS303c COURSE CREDIT: 04

Course Objectives:

T

To Understand the Fundamental Ideas Behind Cloud Computing, The Evolution Of
The Paradigm, Its Applicability; Benefits, As Well As Current And Future
Challenges;

The Basic ideas And Principles In Data Center Design; Cloud Management
TechniqueAnd Cloud Software Deploymefonsiderations;

Different CPU, Memory And I/O Virtualization Techniques That Serve In Offering
Software,Computation

And Storage ServicesOn The Cloud; Software Defined Networks (SDN) And
SoftwareDefined Storag€¢SDS);

Cloud Storage Technologies And Relevant Distributed File Systems, Nosql Databases
And Object Storage;

The Variety Of Programming Models And Develop Working Experience In Several
Of Them.

Sr. No

Modules/Units No of Lectures

What is VMM? What's new in VMMset

Started Releassotes- VMM

Turn telemetry data on/off Deploy a VMM clou@reatea VMM
cloud Manage a VMM cloud Deploy a guardsabktfabric

Deploy guarded hosts Configure fallback H&StingsDeploy a
shielded VHDX and VM template DeploysaieldedvM

Deploy a shieldedLinux VM Deploy and managea software
defined network (SDN) infrastructure Deployan SDN network
controller Deploy an SDN SLB Deplogn SDN RAS gateway
Deploy SDN using?owerShelSetup aVM networkin SDN
EncryptVM networksin SDN Allow andblock VM traffic with
SDN port ACLs Control SDN virtualnetwork bandwidthwith
QoS Load balance networktraffic Set up NAT for traffic
forwarding in an SDNRoute traffic acrossetworks in the SDN
infrastructure Configure SDN guest clusters Update the NC
servecertificateSet upSDN SLB VIPs Back upand restore the
SDN infrastructure Removan SDN from VMM ManageSDN
resourcesn theVMM fabric DeployandmanageStorageSpaces
Direct Set up a hyperonverged Storage Spaces Diretister
Set up a disaggregatedstorage SpacesDirect cluster Manage
Storage Spaces Direct clusters Assgorage QoS policies fo
Clusters How To Plan Systeraquirements VMM PlanVMM
installation Plan a VMM high availability deployment Identify
VMM ports and protocols Plan the VMM compute fabric Plan t
VMM networking fabric Identify supported storage arrays
Upgradeand install

Upgrade VMM Install VMM Install the VMM consol&nable

12
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enhanced consolsession Deploy VMM for highavailability
Deploy a highly available VMM managemenserverDeploy a
highly available SQL Serverdatabaséor VMM Deploya highly
availableVMM library Setup TLS 1.2 Deploy update rollups
Back up and restore VMM Manage the VMNbrary Library
overview Add filebased resources to the VMMrary

Add profiles to the VMM library Add VM templates the VMM
library Add service templates to the VMIbrary ManageVMM
library resourcesManagevirtualization serversManage VMM
hostgroupsAddexisting Hype#V hosts and clusters to the fabr
Add aNano server as a Hyp®t host or cluster Run a script o
host

Create a cluster from standaloneHyperV hosts Provision a
HyperV hostor clusterfrom baremetal Create a guest Hyp&f
cluser from a service templat®et up networking for Hypev
hosts and clusters Set gtorage for HypeW hosts and clusters
Manage MPIO foHyperV hosts and clusters Manage Hypér
extendedport ACLs Manage HypeY clusters Update Hypev
hosts and clusters Run a rolling upgradeof HyperV clusters
Service HypetV hosts for maintenance Manayélware servers
Manage management servers Managéastructure servers
Manage update servers Manage networking Network fabric
overviewSetup logical networks Set uppgical networks in UR1
Set up VMnetworks

Set up IP address pools Add a network gateway Sepaunp
profiles Set up logical switches Set up MAC addnessls
Integrate NLB with service templates Set up IBAM server
Manage storage Set up storage fabriet Sup storage
classifications Add storage devices Allocate storage to host
groups Set up a Microsoft iISCSI Tardgstrver Set up a Virtua
Fibre Channel Set up file stora§etup StoragdReplicain VMM

Service Manager What's new in Service Mand&getstarted
Evaluationand activation of Service ManagerServiceManager
components Supported configurations Systegquirements-
Service Manager Release not&erviceManagerEnableservice
log on ManagetelemetrgettingsHow to Plan

Planning for Service Manager Plan for deployment Service
Manager editions Recommended deployment topologies
OperationgVlanagerconsiderationServicdManagerdatabases
Port assignmentsPrepare for deployment Service Manager
performance Plan for performance and scalability Plan for
hardware performance Deploy Deploy Service Managef
Deployment scenariotnstall on a single computemnstall ontwo
computers

Install on four computersSet up remote SQL ServerReporting
Services Use SQL Server AlwaysOn availability groups for
failover

Create and deploy server images Install on VMs Configure
PowerShellRegisterwith the datawarehoust enablereporting
Deploy additional management servers Deployment

considerationswvith a disjointechamespace Learn about the ne

12
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Self Service portalDeploy the SeHService portal Set up loag
balancingBack  up the encryption key Index
non-Englistknowledgearticles Troubleshoot deployment issuesg
Deploy fromacommandine

Move databaset/pgradeUpgradeServiceManagerUpgrade the
selfservice portal to Service Manager 201pgrade SQL Server
Reporting Services Set up a labvironmentfor upgradePrepare
the productiorenvironmentPreparethe lab environmentRun an
upgrade Complete tasks after upgrade Troubleshootupgrade
issues

Administer Use management packs to add functiondlise
connectors to import data Import data from Actid@ectory
Domain Services Import data and alerts fro@perations
Manager

Import datafrom ConfigurationManagerimport runbooks from
Orchestratodimport data from VMM Usea CSV file to import
data

Optionally disable ECL logging for faster connector
synchronization  Configuration items Configure incide
managementConfigure service level managementConfigure
workflows Configure change and activity management
Configure  release management Configure  Desired
Configuration Management to generate incide@nfigure
notifications Use the service catalog to offervicedJsegroups,
gueuesandlistsin ServiceManager

Use runbooks to automate procedures User interface
customization

Manageuserroles ManageRun As accountsManageknowledge
articles Configure and use Service ManagedletsManagethe
datawarehousdregistersourcesystemgo the data warehouse
Troubleshoot computer problems with tasks @pme your
preference for sharing diagnostic amshgedataOperateSearch
for information Manageincidentsandproblems Manage change
and activities Manage servicequestdManagereleaseecords
Data warehouse reporting and analytics Use and matageard
reports

What is Configuration Manager? Microsoft Endpoint
Configuration Manager FAQ What happened to SCC
Introduction

Find helpfor ConfigurationManager How touse thadocs

How to use the console Accessibility features Softw@eater
user guide Fundamentals Configuration Mandgedamentals
Sites and hierarchies About upgrade, update, and indtalhge
devices Client managementSecurity Role-basedadministration
ConfigurationManagerandWindowsasaService

Plan and design Get readgr Configuration ManageProduct
changes Features and capabilities Security and privacy for
ConfigurationManagerSecurityand privacyoverview

Planfor securitySecuritybestpracticesand privacyinformation
Privacy statement- Configuration Manager Cmdlet Library

Additional privacy information Configuresecurity Cryptographic

12
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controls technical referenceEnable TLS About enabling TLS
Enable TLS on clientEnableTLS on site serversandremotesite
systemsCommon issues when enabling TLS 1Migrate data
between hierarchies Migration overview Plan for migration
Planningfor migration Prerequisitegor migration Checklists for
migration

Determine whether to migrate data Planning the sduerarchy

Planningmigration jobs Planningclient migration Planningfor

content deploymentPlanning to migrate objects Planning to

monitor migration Planning to complete migration Configure
source hierarchiesand sourcesites Operationsfor migrating
Security and privacy for migration Deploy servers and rolg
Deploy serversand roles Install infrastructure Get installation
media Before you run setup SetupreferenceSetupdownloader
Prerequisitehecker

Prerequisite checks Installing sites Prepare to install S
overview

Prepare to install sites Prerequisites iftstalling sitesUse the
setup wizard Use a commandine Commandline overview
Commandine options Install consolesUpgrade an evaluatior
install

Upgradeto ConfigurationManagerScenariogo streamlineyour
installation Configure sites and hierarchiesConfigure sites and
hierarchies overview Adglte system roles Add site system rol
overview Installsite system roles Install clotmhsed distribution
points About the service connection point Configuration optig
for site system roles Database repli¢as managemenpoints

Site components Publish site data Manage corardtcontent
infrastructure Content infrastructure overview Install and
configure distribution points Deplayd managecontent Monitor
content

Microsoft ConnectedCache TroubleshootMicrosoftConnected
Cache Run discovery Discovery methods overview About

discovery methods Select discovery methods Configure
discovery methodsSite boundariesand boundary groups Site

boundariesand boundarygroupsoverview BoundariesBoundary
groups Procedures for boundary groups High availability Hi
availability options Site server high availability Flowchart -

Passive site server setup Flowchd@romoteite server(planned)
Flowchart- Promotesite server(unplanned)Prepareto use SQL

ServerAlways On Configure SQL Server Always On Use a S
Servercluster Custom locations for database files Configure rq
basedadministration

What's new in Orchestrator Automate with runbooks<ested
Install OrchestratorWork with runbooksin the Orchestrator
console

Example runbook: Creating a runbook to monitor a folder
Release noteisOrchestrator Turn on/off telemettpw To Plan
Database sizing and performance Feature performance
considerationsSystem requirementsi OrchestratorDesign a

runbak Deploy Upgrade Orchestrator Deployunbooks

12

44| Page




ConfigureOrchestratodatabaseonnections

Migrate Orchestrator between environments Change
Orchestrator database Manage Runbooks Designand build
runbooks Create and test a sample runbook Control runbook
activitiesMonitor activitiesRunbookproperties

Track runbooks Install TLS Install and enable TLS WM&nage
Orchestrator Servers Runbook permissions Bp&rchestrator
Bench mark Optimize performanceof .Net activities Configure
runbookthrottling Remvera databas&kecovemweb components
Add anintegrationpack View Orchestratodatawith PowerPivot
Change Orchestrator user groups Comnaativity properties
Computer groups Standard Activitie®©rchestrator standard
activities Alphabetical list of Standard Activities Ports and
protocolsof StandardActivities System Run Program Run .NE
Script EndProcessStart/StopServiceRestartSystemSaveEvent
Log QueryWMI RunSSHCommandset SNMP Variable
Monitor SNMP Trap SendSNMP Trap SetSNMP Variable
Schedulingvionitor Date/TimeCheckScheduléMonitoring
Monitor Event Log Monitor Service Get Service Stallsnitor
Process Get Process Status Monitor Computer/IP Get
Computer/IPStatusMonitor Disk SpaceGet Disk SpaceStatus
Monitor InternetApplication Get Internet Application Status
Monitor WMI File Management Compress File Copy File Creg
Folder Decompress File Delete File Delete FolderFHetStatus
Monitor File Monitor Folder Move File Movéolder PGP
DecryptFile PGPEnNcryptFile

Print File Rename File Email Send Email Notificatiddend
EventLog MessagesendSyslogMessage Sen@latform Event
Utilities Apply XSLT Query XML MapPublishedData Compare
Values

Write Web PagesRead Text Log Write to DatabaseQuery
Database

Monitor Counter Get Counter Value Modify Counter Invoke
Web ServicesFormat Date/Time GenerateRandom Text Map
Network Path Disconnect NetworRath Get Dial-up Status
Connect/DisconnectDial-up Text File Management Append
Line

Delete Line Find Text Get Lines Insert Line Rdade Search
and ReplaceText Runbook Control Invoke Runbook Initialize
Data Junction Return Data Orchestrator Integration Toolkit
Overview of Orchestrator Integration Toolkit Installation
CommandLine Activity Wizard Integration Pack Wizard
IntegrationPadks Active Directory Active Directory

activities Add ComputerTo Group AddGroup To Group Add
UserTo GroupCreateComputer
CreateGroupCreateUserDeleteComputer DeleteGroupDelete
User Disable ComputerDisable User Enable ComputerEnable
User

Get Computer Get Group Get Organizational Unit Geéder
Move Computer Move Group Move User Remo@emputer
From Group

Remove Group From Group Remove User From GiRapame
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Group RenameUser ResetUser PasswordJnlock User Update
Computer Updat&roupUpdateUser

DataProtectionManager HowdoesDPM work?

What can DPM back up? DPM-compatible tape libraries Get

Started DPM build versions DPM release nofésat'snew in

DPM What DPM supports HowTo Plan Your DPM

EnvironmentGet readyto deployDPMservers

Prepare your environment for DPM Prepare data stdceggify

compatible tape libraries Identify data sourcesyou want to
protect Install or Upgrade DPM Install DPWpgradeyour DPM

installationAdd ModernBackuystorage

Deduplicate DPM storageDeploy DPM Deploy the DPM
protection agent Deploy protection groups Configurefirewall

settingsOffline backupUsing own disk ProtecWorkloadsBack

up HyperV virtual machinesBack up Exchangewith DPM

Back up SharePointwith DPMBack up SQL Serverwith DPM

Back up clientcomputerswith DPM Back up file data with

DPM Backup systemstateand bare metal Back up and restore
VMware servers Back up and restore VMM serveérgpareto

back up a generic data source Prepare machines in

workgroups and untrusted domains for backup Back up the

DPM server Monitor and ManageMonitor DPM Set up DPM

logging Generate DPM reports Use SCOM to manage and

monitor DPM serversimprove replication performance Use
central consoleto manag®PM servers

12

REFERENCE BOOKS:

Booksand References:

Sr.No. | Title Author/s Publisher

Edition

Year

1. Microsoft SCVMM 2019 | Whitepaper Microsoft

2019

2. Microsoft Endpoint Whitepaper Microsoft
Manager2019

2019

Microsoft SCO2019 Whitepaper Microsoft

2019

Microsoft SCOM 2019 Whitepaper Microsoft

2019

Microsoft SCSM2019 Whitepaper Microsoft

2019

Microsoft DPM 2019 Whitepaper Microsoft

2019

No o~ w

IntroducingMicrosoft Mitch Tullochwith | Microsoft

2012

SystemCenter2012 SymonPerrimanand | Press
the SystemCenter
Team
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Note:

Particulars (University Proposed Syllabus Remarks
syllabus)

Unit 1 NIL
What is VMM? What's new in VMM No Change
Unit 2 NIL
Service Manager Whét new in No Change
Service Manager Get started
Unit 3 NIL
Whatis ConfigurationManager?, No Change
Introduction
Unit 4 NIL
Whais new in Orchestrator No Change
Automate with runbooks Getarted
Unit 5 NIL
DataProtectionManager Howdoes No Change

DPM work?
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Cloud Management Practical

COURSE CODE: MITS3P3c COURSE CREDIT: 02

Course Objectives:

T
T
T
T

T

To understand the concepts of VMM, SDN, NAS, HyperV etc.

To understancand demonstratehe useof Servicemanagemwith variousdeploymentghat

can beperformed using.

To understand SCCM ardemonstrate the use of Configuration Manager

To uwnderstand automation with runbooks and demonstrate the use of Windows
Orchestratar

To understandanddemonstrat¢he useof DataProtectionManager

List of Practical:

1.

a. Createand Manag€loud using SCYMM2019

. Deployaguarded hodabric usingMicrosoft SCVYMM 2019

2.

. Deployand manag&DN Infra structureusing SCVYMM 2019

. DeployServiceManager 2019 anuhstall on 4ComputerScenario

. SetupSQL ServerreportingServiceusingServiceManager2019

b
a
b. Deployand Managé&torageSpaceDirect (S2D)using SCVMM 2019
a
b
a

. UserConnectorgo import data:

i. Importdatafrom Active Directory DomairServices
ii. Importdataandalertsfrom Operationgvianager

iii. Importdatafrom ConfigurationManager

iv. Importrunbooksfrom Orchestrator

v. Importdatafrom VMM

vi. UseaCSVfile toimport data

b. Automate ITprocessewith workflows

vii. Add or remove workflowactivities

viii. Configuretheway activitiesmanageandpassinformation
ix. Deployaworkflow to ServiceManagerusingthe Authoring Tool
X. Configurethe Activities Toolbox irthe AuthoringTool

a. Managingdeviceswith ConfigurationManager

b. Designahierarchyof sites usingviicrosoft End Point Configurationmanager.

a. Datatransferdetweersites
i.  Typesof datatransfer
ii. File-basedeplication
iii. Databaseeplication

b. Configuresitesandhierarchies
i.  Add sitesystem roles

ii. Installsitesystenroles

iii. Install cloud-basedlistributionpoints

iv. Configurationoptions forsite systenroles
v. Databaseeplicasfor managemenpoints

a. Install Orchestrator.

b. Createandtest amonitor runbook
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8. a. ManageOrchestratoServers 1
i.  Runbookpermissions

ii. Backup Orchestrator

iii. Benchmark

iv. Optimizeperformancef .Netactivities
v. Configurerunbookthrottling

vi. Recoveradatabase

b. ManageOrchestratoServers 2
i. Recovemwebcomponents
ii. Addanintegrationpack
iii. View Orchestratodata withPowerPivot
iv. ChangeOrchestratouser groups
v. Commonactivity properties
vi. Computemgroups

9. InstallandDeployDPM

i. InstallDPM

ii. DeploytheDPM protectionagent
iii. Deployprotectiongroups

iv. Configurefirewall settings

10. | ProtectWorkloads

i.  BackupHyperV virtual machines
ii. BackupSQL Server withDPM
lii.  Backupfile data withDPM
iv.  Backupsystemstateand barenetal
v. BackupandrestoreVMware servers
vi. BackupandrestoreVMM servers
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Malware Analysis

COURSE CODE: MITS303d

Course Objectives:

1 Possess the skills necessaryctory out independent analysis of modern malware

samplesusingboth staticand dynami@nalysis techniques.

1 Have an intimate understanding of executable formats, Windows internals and API,

andanalysis techniques.

1 Extract investigative leads from host ametworkbased indicators associated with a

malicious program.

1 Apply techniques and concepts to unpack, extract, decrypt, or bypass new anti

analysis techniques in future malware samples.

COURSE CREDIT: 04

1 Achieve proficiency with industry standard tools including IDA P@il]yDbg,

WinDBG, PE Explorer, ProcMon etc.

Sr. No

Modules/Units

No of Lectures

Malware Analysis: Introduction, Techniques, Types mialware,
Generalrules for Malware Analysis. Basic Static Techniques:
Antivirus Scanning, Hashing, Finding Strings, Packed and
ObfuscatedMalware, Portable Executable Malware, Portab
executable Filecormat, Linked Libraries and Functions, Staf
Analysis, The PE file headers and sectioktalware Analysis in
Virtual Machines: Structure of VM, Creating and usin
Malware Analysis machine, Risks of using VMware riaalware
analysis,Record/ReplayBasic Dynamic Analysis: Sandboxes,
Running Malware, Monitoring with process monitor, Viewing
processes with procesxplorer, Comparingregistry snapshots
with regshot,Faking a network, Packetsniffing with Wireshark,
Using

INetSim,BasicDynamic Tools. x8®isassembly

12

IDA PRO: Loading an executable, IDA Pro Interfaddsing
cross references Analysing functions, Using graphing options,
Enhancinglisassembly ExtendingIDA with plug-ins.
Recognising C Code constructs in assembly: Global v/s
local variables, Disassembling arithmetic operatioespgnizing
if statements,recognizing loops, function call conventions,
Analysing switch statementsPisassemblingarrays, ldentifying
structs, Analysing linked list traversal. Analysing Malicious
Windows Programs: The windows API, The Windows Registry
Networking APIs, Understandingrunning malware. Kernel v/s
usermode, NativeAPl.

Advanced Dynamic Analysis T Debuggng: Source level v/s
Assemblylevel debugging,kernel v/s user mode debugging,
Using a debugger,Exceptions, Modifying execution with a

debuggermodifying programexecution.

12
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Advanced Dynamic Analysisi OLLYDBG: LoadingMalware,

The Ollydbg Interface, Memory Map, Viewinghreads and

Stacks,Executingcode, Breakpoints,Loading DLLS, Tracing,
Exception handling, Patching\nalysing shell code, Assistance
features, Plugins, Scriptable debugging. Kernel Debugging

with WINDBG: Drivers and kernel code, Using WinDbg,

Microsoft Symbols, kernel debuggingand using it, Rootkits,

Loadingdrivers,kernel issuesvith windows.

Malware Functionality 7 Malware Behavior:Downloadersand

launchers, Backdoors, Credential stealers, Persistence
mechanismsPrivilegeescalationcoveringthe tracks.

Covert Malware Launching: Launchers, Process injection,
Process replacement, Hook injection, detodBC injection.

12

Data Encoding: Goal of Analysing algorithms, Simplaphers,
Commoncryptographicalgorithms,Customencodingdecoding.
Malware 1 focused network signatures: Network
countermeasuresSafely investigatingattackeronline, Content
Based Network CountermeasuresCombining Dynamic and
Static Analysis Techniques, Understanditige At t ag
Perspective

Anti -disassembly:Concepts Defeatingdisassemblyalgorithms,
antidisassembly techniques, Obscuring floantrol, Thwarting
stackframeanalysis.

Anti -debugging: Windows debugger detection, debugger
behavior, Interfering with debugger functionality, Debugger
vulnerabilities.

12

Anti-virtual machine techniques: VMWare artifacts,

Vulnerable functions, Tweaking settingsEscaping thevirtual

machine.

Packers and unpacking: Packer anatomy, Identifyingfacked
Programs, Unpacking options, AutomatedUnpacking, Manual
Unpacking, Common packers, Analysing without unpacking
PackedLLs,

Shellcode Analysis: Loading shellcodefor analysis, Position

independent Code, Identifying Execution Location, Manual

Symbol Resolution, Shellcode enmding, NOP Sleds, Finding
Shellcode.

C++ Analysis: OOP, Virtual and Notvirtual functions,Creating
and destroyin@bjects.

64-bit Malware: Why 64bit malware? Differences ix64
architecture,Windows 32-bit on Windows 64-bit,64-bit hints at

malwarefunctionality.

12
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REFERENCE BOOKS:

Booksand References:

Sr.No. | Title Author/s Publisher | Edition | Year
1. | Practical Malware Michael Sikorski, No - 2013
Analysisi The HandsOn | AndrewHonig Scratch
Guideto Dissecting Press
Malicious Software
2. MasteringMalware AlexeyKleymenov, | Packt - 2019
Analysis Amr Thabet Publishing
3. | WindowsMalware Victor Marak Packt 2015
AnalysisEssentials Publishing
Note:
Particulars (University syllabus) Proposed Syllabus Remarks
Unit 1 NIL
Malware Analysis, BasiStatic
Techniques, Malware Analysis in No Change
Virtual Machines, Basi®ynamic
Analysis
Unit 2 NIL
IDA PRO, RecognisingC Code
constructsin assembly, Analysing
Malicious WindowsPrograms, No Change
AdvancedDynamicAnalysisi
Debugging
Unit 3 NIL
Advanced Dynamic Analysiis
OLLYDBG, KernelDebuggingwith
WINDBG, MalwareFunctionalityi No Change
MalwareBehavior, CoverMalware
Launching
Unit 4 NIL
Data Encoding, Malwark focused No Change
networksignatures, Antdisassembly,
Anti-debugging
Unit 5 NIL
Anti-virtual machinetechniques,
Packers and unpacking, Shellcode No Change
Analysis, C++ Analysis, 6b4it
Malware
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Malware Analysis Practical

COURSE CODE: MITS3P3d COURSE CREDIT: 02

Course Objectives:

1 To understandrariousintroductorytechniqgue®f malwareanalysisandcreatingthetesting
environment

= =4

To performadvancedlynamicanalysisandrecognizeconstructsn assemblycode.
To perform Reverse Engineering using OLLYDBG and WINDBG and study the

behavioursandfunctions of malware

= =4

To understand data encoding, various techniques fordssassembly and andiebugging
To understand various anti virtual machine techniques and perform shellcode analysis of

variouslanguageslong with x64 architecture.

List of Practical:

1. a Files: Lab01-01.exeandLab01-01.dIl.

Uploadthe files to http://www.VirusTotal.comand view the reports.Does
eitherfile matchany existingantivirussignatures?

Whenwerethesefiles compiled?

Are thereanyindicationsthateitherof thesefiles is packedor obfuscated™
so,whatare theséndicators?

iv. Doanyimportshintatwhatthismalwaredoes?f so,whichimportsarethey?
v. Arethereanyotherfiles or hostbasedndicatorsthatyou couldlook for
on infectedsystems?
vi. What networkbasedindicatorscould be usedto find this malwareon
infectedmachines?
vii.  Whatwould you guesss the purposeof thesefiles?

b. Analyzetheflle Lab0102.exe

Uploadthe Lab01-02.exéfile to http://www.VirusTotal.comDoesit match
anyexistingantivirusdefinitions?

Are thereany indicationsthatthis file is packedor obfuscated® so,what
aretheseindicators?f thefile is packedunpackit if possible.

Do anyimportshintatthisp r o g rfumandnality?If so,whichimportsare
theyandwhatdo theytell you?

Whathost or networkbasedndicatorscould be usedto identify this
malwareon infectedmachines?

C. Analyzetheflle Lab0103.exe.

Uploadthe Lab01-03.exéfile to http://www.VirusTotal.comDoesit match
anyexistingantivirusdefinitions?

Are thereany indicationsthatthis file is packedor obfuscated?® so,what
aretheseindicators?f thefile is packedunpackit if possible.

Do anyimportshintatthisp r o g rfusmandnality?If so,whichimportsare
theyandwhatdo theytell you?

Whathost or networkbasedndicatorscould be usedto identify this
malwareon infectedmachines?

d. Analyzetheflle Lab0104.exe.

Uploadthe Lab01-04.exefile to http://www.VirusTotal.comDoesit match
anyexistingantivirusdefinitions?

Are thereany indicationsthat this file is packedor obfuscated? so,what
aretheseindicatorsf thefile is packedunpackit if possible.
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lii.  Whenwasthis programcompiled?

iv. ~ Doanyimportshintatthisp r o g rfumctidnality?lf so,whichimportsare
theyandwhatdo theytell you?

V. Whathost or networkbasedndicatorscould be usedto identify this
malwareon infectedmachines?

vi. This file has one resource in the resource section. Use Resource Hacker
examine that resource, and then use it to extract the resource. What can yo
from the resource?

e.Analyzethe malwarefoundin thefile Lab0301.exe usindpasicdynamic
analysigtools.

I. What are this mal wareds I mports
. What ar e t hebasedihdicatars@ 6s hos't

lii.  Arethereanyusefulnetworkbased signaturder this malwaredf so,what
arethey?

f. Analyze the malware founid thefile Lab0302.dll usingbasicdynamic
analysigtools.

I How canyou getthis malwareto install itself?

. How would you get thismalwareto run afterinstallation?

iii.  How can you find the process under which this malware is running?
iv.  Whichfilters could you set in order to use procmon to glean informatio
V. What ar e t hebasedihdicatars@ 6s hos't

vi.  Arethereany usefuhetworkbasedsignaturedor this malware?

g. Executethe malwarefoundin thefile Lab0303.exewhile monitoringit using
basicdynamicanalysis tool$n asafeenvironment

I What do you notice when monitoring this malware with Process Explol
ii. Canyouidentify any livememorymodifications?

ii. What are t hebasedihdicatarse 6s hos't

Iv.  What is the purpose of this program?

h. Analyzethe malwarefoundin thefile Lab0304.exeusingbasicdynamic
analysis tools.

I Whathappensvhenyou runthisfile?

ii. What is causing the roadblock in dynamic analysis?

iii.  Are there other ays to run this program?

2. a. Analyze the malware found in the file Lab0b.dll using only IDA Pro. The
goal of thislabistogiveyouhardsn experi ence with
worked with IDA Pro, you may choose to ignore these questindgocus on
reverse

engineering the malware.

I. Whatis theaddresof DIIMain?

. Usethe lmportswindow to browseto gethostbynamei/hereis theimport
located?

lii.  How many functions call gethostbyname?

iv.  Focusingonthecall to gethostbynamelocated 0x10001757¢anyou fig-
ureoutwhich DNS requeswill bemade?

V. How many local variables has IDA Pro recognized for the subroutine g
0x100016567?

vi.  How many parameters has IDA Pro recognized for the subroutine at
0x10001657?

vii.  Use the Strings window to locate the striingnd.exe /cin the disassembly
Where is it located?

viii.  What is happening in the area of code that referécoad.exe/c?

iX. In the same area, at 0x100101CS8, it looks like dword_1008E5Cdlabal
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variable that helps decide which path to take. How does the malware set
dword 1008E5C4fHInt: Us e dwor d_ trOsbr&eEehces)) 6 s

x. A few hundred lines into the subroutine at 0x1000FF58, a series ef com
parisonsusememcmptacomparestrings.Whathappensf the stringcompar ison
to robotworkis successfuilwhenmemcmpreturns 0)?

xi.  What does the export PSLISTdo?

xii. Use the graph mode to graph the craferences from sub_10004E79.
Which API functionscould be calledby enteringthis function?Basedon the API
functionsalone , whatcouldyou renamehis function?

xiii.  How manyWindowsAPI functionsdoesDIIMaincall directly?How manyat
adepthof 27?

xiv. At 0x10001358, there is a call to Sleep (an API functionttias one
parametecontainingthe numberof millisecondsto sleep).Looking backward
through the code, how long will the program sleep if this epaeutes?

Xv. At 0x10001701 is a call to socket. What are the three parameters?
xvi. Using the MSDNpage for socketand the named symbolic constants func
tionality in IDA Pro, can you make the parameters more meaningful? What g
parameters after you apply changes?

xvii. Searchor usageof thein instruction(opcodeOxED). Thisinstructionis used
with a magic string VMXh to perform VMware detection. Is that in ug@im
malware? Using the crossferences to the function that executes the in
instruction, is theréurtherevidenceof VMware detection?

xviii. Jumpyour cursorto 0x1001D988Whatdo youfind?

xix. If you havethelDA Pythonplug-in installed(includedwith thecom mercial
version of IDA Pro), rurbab0501.py, an IDA Pro Python script providewdth the
malware for this book. (Make sure the cursor is at 0x1001D98B8at happens
afteryourunthescript?

xX.  With the cursor in the same location, how do you turn this data into a g
ASCII string?

xxi. Open the script with a text editor. How does it work?
b. analyze the malware found in the file Lalllcexe.

I. What isthe major code construct found in the only subroutine called by
main?

ii. What is the subroutine located at 0x40105F?

iii.  What is the purpose of this program?

c. Analyze the malware found in the file Lab0B.exe.

I. What operation does the firsibroutine called by mainperform?

. What is the subroutine located at Ox40117F?

iii.  What does the second subroutine called by maindo?

iv.  What type of code construct is used in this subroutine?

V. Are there any networkased indicators for thigrogram?

vi.  Whatis the purposeof this malware?

d. analyze the malware found in the file LatiillGexe.

I Compare the callsinmaintoLal66 s mai n met hod.
function called from main?

il What parameters does this new functiaket?

li.  What major code construct does this function contain?

iv.  What can this function do?

V. Are thereanyhostbasedndicatorsfor thismalware?

vi.  Whatis the purposeof this malware?

e. analyze the malware found in the fi@b0604.exe.

I Whatis thedifferencebetweerthe callsmadefrom the mainmethodin Labs
6-3 and6-4?
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. What new code construct has been added to main?

ii. What is the difference between
the previoudabs?

Iv.  How long will this program run? (Assume that it is connected to the
Internet.)

V. Are thereany newnetworkbasedndicatorsfor this malware?

vi.  Whatis the purposeof this malware?

3. a. Analyze the malware found in the filabO701.exe.

I. How does this program ensure that it continues running (achieves per
sistence) when the computer is restarted?

. Why doesthis program use mutex?

lii.  Whatis agoodhostbasedsignatureto usefor detectingthis program?

iv.  Whatis agoodnetworkbasedsignaturgor detectingthis malware?

V. What is the purpose of this program?

vi.  Whenwill this programfinish executing?

b. Analyze the malware found in the file Lab0Z.exe.

I How doesthis programachievepersistence?

. What is the purpose of this program?

iii.  Whenwill this programfinish executing?

c. For this lab, we obtained the malicious executable, L-&880&xe, and DLL,
LabO7 03.dll, prior to executing. This is important to note becausenddeware
might change once it runs. Both files were found in the same directory on th
victim machine. If you run the program, you should ensure that both files are
same directory on the analysis machine. A visible IP string beginning with 1!
loopback address) connects to the local machine. (In the real version of this
mal ware, this address connects to
localhost to

protect you.)

I How does this program achieve persistence to ensure thatiiuss
running when the computer is restarted?

. Whataretwo goodhostbasedsignaturegor this malware?

lii.  What is the purpose of this program?

iv.  How couldyou removethis malwareonceit is installed?

d. Analyze the malware found in thiee Lab0901.exe using OllyDbg and IDA R
to answer the following questions. This malware was initially analyzed in the
Chapter 3 labs using basic static and dynamic analysis techniques.

I. How canyou getthis malwareto install itself?

. What arethe commandine options for this program? What is the passrd
requirement?

iii.  How can you use OllyDbg to permanently patch this malware, so that
doesnbét requir e-linepasswad®?e ci al comman
iv.  What are the hodtased indicators of tmsalware?

V. What are the different actions this malware can be instructed to take v
network?

vi.  Are thereanyusefulnetworkbasedsignaturegor this malware?

e. Analyze the malware found in the file Lab0®.exe using OllyDbg to answer
thefollowing questions.

I Whatstringsdo you seestaticallyin the binary?

. Whathappensvhenyou runthis binary?

lii.  How canyou getthis sampleto runits maliciouspayload?

Iv.  Whatis happeningat 0x00401133?

V. What arguments are beipgssed to subroutine 0x00401089?

vi.  Whatdomainnamedoesthis malwareuse?
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vii.  What encoding routine is being used to obfuscate the domainname?

viii. Whatis thesignificanceof the CreateProcessAcadk 0x0040106E?

f. Analyze the malware found in the file Lab03.exe using OllyDbg and IDA
Pro. This malware loads three included DLLs (DLL1.dll, DLL2.dll, and DLL3
that are all built to request the same memory load location. Therefore, when
viewing these DLLs in @yDbg versus IDA Pro, code may appear at different
memory

locations. The purpose of this lab is to make you comfortable with finding thg
correct location of code within IDA Pro when you are looking at code in Ollyl

I. WhatDLLs areimportedby Lab0903.exe?

il. Whatis the baseaddressequestedby DLL1.dIl, DLL2.dIl, andDLL3.dll?

lii.  Whenyou useOllyDbg to debuglLab09-03.exe whatis the assignedased
addresdor: DLL1.dll, DLL2.dll, andDLL3.dlI?

iv. ~ When Lab0903.exe calls an impoftinction from DLL1.dIl, what does this
import function do?

V. WhenLab0903.execalls WriteFile, whatis thefilenameit writesto?

vi.  When Lab0903.exe creates a job usiNgtScheduleJobAddvheredoesit
getthe datafor the secondpharameter?

vii. While running or debugging the program, you will see that it prints out th
pieces of mystery data. What are the following: DLL 1 mystery data 1,DLL
mystery dat®, andDLL 3 mysterydata3?

viii. How can you load DLL2.dIl into IDA Pro so thatitatches the load addre
used by OllyDbg?

4. a. This lab includes both a driver and an executable. You can run the execu
from anywhere, but in order for the program to work properly, the driver musg
placed in the GWindows System32 directorwhere it was originally found on
the victim computer. The executable is Latill0exe, and the driver is Labl10
Ol.sys.
I Does this program make any direct changes to the registry? (Use prog
check.)
ii. The userspace program calls the Contraidee function. Can you set a
breakpoint with WinDbg to see what is executed in the kernel as a rethétcall
to ControlService?
iii.  What does this program do?
b. The file for this lab is Lab102.exe.
I. Doesthis programcreateanyfiles?If so,whatarethey?
. Does this program have a kernel component?
lii.  What does this program do?
c. This lab includes a driver and an executable. You can run the executable
anywhere, but in order for the program to work properly, the drivest iyiplace
in the CY\WindowsSystem32 directory where it was originally found on the vig
computer. The executable is LabdB.exe, and the driver is LabD3.sys.
I. What does this program do?
. Once this program is running, how do you stop it?
li.  What does the kernel component do?

5.

a. Analyze the malware found in Lab01.exe

I. Whatdoes thanalware dropo disk?

. How doesthe malwareachievepersistence?

iil. How does the malware steal user credentials?

iv. What does thenalware do with stolen credentials?

V. How can you use this malware to get user credentials from your test
environment?
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b. Analyze the malware found in LabD2.dll. Assumehata suspicioudile
named

Lab1202.iniwas alsdoundwith this malware.

I What are the exports for this DLL malware?

. Whathappens afteyou attemptto install this malwareusing

li.  rundll32.ex@

iv. ~ Where must LablD2.ini reside in order for the malware to install prope
V. How is this malwareinstalledfor persistence?

vi.  Whatuserspacerootkit techniquedoesthis malwareemploy?

vii. What does the hooking code do?

viii. Which process(es) does this malware attack and why?

IX.  Whatis thesignificanceof the.ini file?

c. Analyzethe malwarefoundin Lab1103.exeandLab11-03.dll. Make surethat
both files are in the same directory during analysis

I. Whatinterestinganalysideadscanyou discoveusingbasicstaticanalysis?
. Whathappensvhenyou run this malware?

lii. How does Labl1403.exepersistently instalLab11-03.dlI?

Iv. ~ WhichWindowssystenfile doesthe malwareinfect?

V. What does Lab103.dll do?

vi.  Wheredoesthe malwarestorethe datait collects?

6. a. Analyze the malware found in the file LabQR.exeand Lab1201.dll. Make
sure that these files are in the same directory when performing the analysis.
I What happens when you run the malware executable?

. Whatprocesss beinginjected?

iii.  How canyou makethe malwarestopthe pop-ups?

iv.  How doesthis malwareoperate?

b. Analyzethe malwarefoundin thefile Lab1202.exe

I What is the purpose of this program?

. How does the launcher program hide execution?

lii.  Where is the malicious payload stored?

iv.  How is the malicioupayload protected?

V. How are strings protected?

c. Analyze the malware extracted during the analysis of Lad d2 use the file
Lab1203.exe.

I Whatis the purposeof this maliciouspayload?

. How doesthe malicious payloadhject itself?

iii.  What filesystem residue does this program create?

d. Analyzethe malwarefoundin thefile Lab1204.exe

I Whatdoesthe codeat 0x401000accomplish?

. Which process has code injected?

lii.  What DLL is loaded using LoadLibraryA?

Iv.  What is the fourth argumeptissed tohe CreateRemoteThreaxhll?

V. What malware is dropped by the main executable?

7. a.Analyzethemalwarefound inthefile Lab1301.exe

I. Compare the strings in the malware (from the output of the stomgsand)
with the information available via dynamic analysis. Based on this comparis(
which elements might be encoded?

. Use IDA Pro to look for potential encoding by searching for the string
What type of encoding do you find?

li.  What is thekey used for encoding and what content does it encode?
Iv.  Usethestatictools FindCrypt2, Krypto ANALyzer(KANAL), and the IDA
Entropy Plugin to identify any other encoding mechanisms. What do you
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find?

V. Whattype of encodings usedfor a portionof the networktraffic sentby the
malware?

vi.  Where is the Base64 function in the disassembly?

vii.  Whatis themaximumlengthof the Base64encodedlata thats sentAVhat
Is encoded?

viii.  In this malware, would you ever see the padding charagters==) in the
Base64encoded data?

ix.  What does this malware do?

b. Analyzethe malwarefoundin thefile Lab1302.exe

I. Usingdynamicanalysisdeterminewvhatthis malwarecreates.

. Usestatictechniquesuchasanxor searchFindCrypt2, KANAL, andthe
IDA EntropyPluginto look for potentialencoding Whatdo you find?

iii. Based on your answer to question 1, which imported function would bg
good prospect for finding the encoding functions?

Iv.  Where is the encoding function in tdsassembly?
V. Trace from the encoding function to the source of the encoded conten
Is the content?
vi.  Can you find the algorithm used for encoding? If not, how can you dec
the content?

vii.  Using instrumentation, can you recover the inafjsource of one of the
encoded files?

c. Analyzethemalwarefound inthefile Lab1303.exe

I Compare the output of strings with the information available via dynam
analysis. Based on this comparison, which elements might be encoded?

ii. Usestatic analysis to look for potential encoding by searching for the s
xor. What type of encoding do you find?

lii. Use static tools like FindCrypt2, KANAL, and the IDA Entropy Plugin to
identify any other encoding mechanisms. How do these findimgs garewith
the XOR findings?

iv.  Which two encoding techniques are used in thismalware?

V. For each encoding technique, what is the key?

vi.  For the cryptographic encryption algorithm, is the key sufficient? What
must be known?

vii.  Whatdoes thisnalwaredo?

viii. Create code to decrypt some of the content produced during dynamic
analysis. What is this content?

8. a. Analyze the malware found in file Lab04.exe. This program is not harmful
your system.

I. Which networkindibraries does the malware use, and what are their
advantages?

. What source elements are used to construct the networking beacon, a
conditions would cause the beacon to change?

iii.  Why might the information embedded in the networking be&eoof
interest to the attacker?

iv.  Does the malware use standard Base64 encoding? If not, how is the
encoding unusual?

V. What is the overall purpose of this malware?

vi What el ements of the mal wareds
usinga network signature?

vii.  What mistakes might analysts make in trying to develop a signature fo
malware?

viii.  What set of signatures would detect this malware (and future variants)
b. Analyze the malware found in file LabD2.exe. This malware has been
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configured to beacon to a hacdded loopback address in order to prevent it fr
harming your system, but imagine that it is a hawded external address.

I. What are the advantag or disadvantages of coding malware to use dirg
addresses?

. Which networking libraries does this malware use? What are the adva
or disadvantages of using these libraries?

lii.  What is the source of the URL that the malware uselsdaconing? What
advantages does this source offer?

iv.  Which aspect of the HTTP protocol does the malware leverage to achi

objectives?
V. Wh a t kind of i nformation is com
vi. What are some disadvantagess t he design of th
channels?
vii s the mal wareds encoding schem

viii. How is communication terminated?

IX.  What is the purpose of this malware, and what role might it play in the
attackeroés arsenal ?

c. Thislab builds on Practical 8 a. Imagine that this malware is an attempt by
attacker to improve his techniques. Analyze the malware found in file Lab14
03.exe.

I What hardcoded elements are used in the initial beacon? What elemet
any, would make good signature?

. What elements of the initial beacon may not be conducive to a longlas
signature?

iii. How does the malware obtain commands? What example from the ch
used a similar methodology? What are the advantages of this technique?
iv.  When the malware receives input, what checks are performed on the i
determine whether it is a valid command? How does the attacker hide the lis
commands the malware is searching for?

v.  What type of encoding is used for command argumethbs®is it different
from Base64, and what advantages or disadvantages does it offer?

vi.  What commands are available to this malware?

vii.  What is the purpose of this malware?

viii. This chapter introduced the idea of targeting different areasdd with
independent signatures (where possible) in order to add resiliency to networ
indicators. What are some distinct areas of code or configuration data that c
targeted by network sighatures?

iX.  What set of signatures should be used forrasvare?

d. Analyze the sample found in the file Labdb.exe. This is a commadtitie
program that takes an argument and
secret code.

I. What antidisassembly technique is used in this binary?

. What rogie opcode is the disassembly tricked into disassembling?
iii.  How many times is this technique used?

iv. ~Whatcommand i ne ar gument wi | | cause
e. Analyze the malware found in the file LabQ®.exe. Correct alintr
disassembly countermeasures before analyzing the binary in order to answe
questions.

I. What URL is initially requested by the program?

. How is the UsefAgent generated?

li.  What does the program look for in the page it initially retgies

iv.  What does the program do with the information it extracts from the pag
f. Analyze the malware found in the fileb1503.exe At first glance, this binary|
appears to be a legitimate tool, but it actually contains more functiotieity
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advertised.

I How is the maliciouscodeinitially called?
il. Whatdoes themaliciouscodedo?

li.  WhatURL does thenalware use?

Iv.  What filename does the malware use?
9. a.Analyze the malware found Itab1601.exeusing a debugger. Thistise same
malware as LabG91.exe, with added antiebugging techniques.

I. Which antidebugging techniques does this malware employ?

ii. What happens when each atdibugging technique succeeds?

lii.  How can you get around these as¢bugging techques?

Iv.  How do you manually change the structures checked during runtime?
V. Which OllyDbg plug-in will protectyou from the antirdebuggingech
niguesused bythis malware?

b. Analyze the malware found in Lab0@.exe using a debugger. The gofthis
lab is to figure out the correct password. The malware does not drop-@iouasi
payload.

I What happens when you run Lab@B.exe from the command line?

. What happens when you run Lab@B.exe and guess the commdine
parameter?

iii.  Whatis thecommandine password?

iv. LoadLabl1602.exeinto IDA Pro. Wheran the mainfunctionis strncmp

V. found?

vi.  Whathappensvhenyouloadthis malwareinto OllyDbg usingthe default
settings?

vii. Whatis uniqueaboutthe PE structureof Lab1602.ex&

viii. Whereis the callbacklocatedqHint: UseCTRL-E in IDA Pro.)

iXx.  Which antidebugging technique is the program using to terminate
immediately in the debugger and how can you avoid this check?

X. What is the commanline password you see in the debugger after you
disable the antilebugging technique?

xi.  Does the password found in the debugger work on the command line?
c. Analyzethemalwarein Lab1603.exeusinga debuggerThis malwareis similar
to Lab03902.exe with certainmodifications,includingthe introductionof antr
debugglngechnlques

I. Which stringsdo youseewhen usingstaticanalysison the binary?

. Whathappensvhenyou runthis binary?

lii.  How must you rename the sample in order for o properly?

iv.  Which antidebugging techniques does this malware employ?

V. For each technique, what does the malware do if it determines it is run
in a debugger?

vi.  Why are the antilebugging techniques successful in this malware?
vii.  Whatdomainnamedoesthis malwareuse?

d. Analyzethe malwarefoundin Lab1701.exeinsideVMware. Thisis thesame
malwareasLab0701.exe with addedantirVMware techniques.

I. WhatanttVM techniquesloesthis malwareuse?

ii. If you have thecommercial version of IDA Pro, run the IDA Python scfipim
Listing 174 in Chapted 7 (providedhereasfindAntiVM.py). Whatdoesit find?
iii.  Whathappensvheneachanti-VM techniquesucceeds?

iv.  Which of these ant/M techniques work against youirtual machine?

V. Why does each anrtiM technique work or fail?

vi.  How could you disable these amM techniques and get the malware to
run?
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e. Analyze the malware found in the file LabQZ.dll inside VMware. After
answering the first questian this lab, try to run the installation exports using
rundll32.exe and monitor them with a tool like procmon. The following is an
example command line for executing the DLL.:

rundll32.exe Lab1-02.dll,InstallRT (or InstallSA/InstallSB)

I What are thexports for this DLL?

ii. What happens after the attempted installation using rundll32.exe?
lii.  Which files are created and what do they contain?

iv.  Whatmethodof antrVM isin use?

V. How could you force the malware to install during runtime?

vi.  How could you permanently disable the avil technique?

vii. How does each installation export function work?

f. Analyzethe malwareLabl1703.exeinsideVMware.

I. What happens when you run this malware in a virtual machine?

ii. How couldyou getthis malwareo run and dropts keylogger?

lii.  WhichanttVM techniques doekis malwareuse?

Iv.  What system changes could you make to permanently avoid théMnti
techniques used by this malware?

V. How could you patch the binary in OllyQho force the antVM techniques
to permanently fail?

10. a. Analyze the file Lab}91.bin using shellcode launcher.exe

I How is the shellcode encoded?

. Which functions does the shellcode manually import?

lii.  What network host does tlsbellcode communicate with?

iv.  What filesystem residue does the shellcode leave?

V. What does the shellcode do?

b. The file Lab1902.exe contains a piece of shellcode that will be injected int
another process and run. Analyze this file.

I Whatprocesss injectedwith theshellcode?

. Where is the shellcode located?

iii.  How is the shellcode encoded?

iv.  Which functions does the shellcode manually import?

V. What network hosts does the shellcode communicate with?

vi.  What does thehellcode do?

c. Analyze the fileLab1903.pdt I f you get stuck an
skipthatpartof thelab andanalyzefile Lab1303_sc.binusing
shellcode_launcher.exe

I What exploit is used in this PDF?

ii. How is the shellcodencoded?

lii.  Which functions does the shellcode manually import?

Iv.  What filesystem residue does the shellcode leave?

V. What does the shellcode do?

d. The purpose of this first lab is to demonstrate the usage of the
thispointer. Analyze thenalware in Lab2@1.exe.

I. Does the function at 0x401040 take any parameters?

. Which URL is usedin thecall to URLDownloadToFile?

lii.  What does this program do?

e. Analyze the malware In Lab@2.exe.

I. What can you learn from theteresting strings in this program?

il What do the imports tell you about this program?

li.  Whatis the purposeof the objectcreatedat 0x4011D9Doesit haveany
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virtual functions?

iv.  Which functions could possibly be called by the call [adg{ruction at

0x401349?

V. How could you easily set up the server that this malware expects in or

fully analyze the malware without connecting it to the Internet?

vi.  What is the purpose of this program?

vii. What is the purpose of implemerdia virtual function call in this progran

f. Analyze the malware in Lab208.exe.

I. What can you learn from the interesting strings in this program?

. What do the imports tell you about this program?

lii. At 0x4036F0, there is a function c#liat takes the string Config errdo/lowed

a few instructions later by a call to CxxThrowException. Doeduhetion take

any parameters other than the string? Does the function egtytining? What ca

you tell about this function from thentext inwhichi t ugesl?

iv.  What do the six entries in the switch table at 0x4025C8 do?

V. What is the purpose of this program?

g. Analyzethecodein Lab21-01.exe

I What happens when you run this program without any parameters?

. Dependingon your versionof IDA Pro,mainmaynot berecognized

automaticallyHow can youdentify the call to themainfunction?

iii.  Whatis being storedon the stack in the instructions
from 0x0000000140001150 to 0x00000001400011617

Iv.  How can you get this prograto run its payload without changing the

filename of the executable?

V. Whichtwo stringsarebeingcomparedy the call to strncmpat

0x0000000140001205?

vi.  Doesthefunctionat 0x00000001400013C@&keanyparameters?

vii. How many argumentsare passedto the call to CreateProcess
at0x0000000140001093%ow do you know?

h. Analyze the malware found in LabB2.exe on both x86 and x64 virtual

machines.

I What is interesting about the m

ii. Is this malwarecompiledfor x64 or x867?

iii. How does the malware determine the type of environment in which it i

running?

iv.  What does this malware do differently in an x64 environment versus a

environment?

V. Which files does the malware drop whemning on an x86 machine? Wh

would you find the file orfiles?

vi.  Which files does the malware drop when running on an x64 machine?

would you find the file or files?

vii.  Whattypeof process doethe malwarelaunchwhenrunonan x64system?

viii. Whatdoes thenalwaredo?
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Robotic Process Automation

COURSE CODE: MITS304a

Course Objectives:

COURSE CREDIT: 04

1 To makethestudents awaraboutthe automatiortodayin theindustry.

1 To makethestudents awaraboutthetools used foautomation.
1 To helpthestudents automatecompleteprocess

Sr. No

Modules/Units

No of Lectures

Robotic Process Automation: Scope and techniques d
automationAbout UiPath

Record and Play: UiPath stack, Downloading and installing
UiPath Studio, Learning UiPath Studio, Tagcorder,Stepby-
step examplessingtherecorder.

12

Sequence, Flowchart, and Control Flow: Sequencingthe

workflow, Activities, Control flow, various types ooops, and

decision making, Stepby-step example using Sequence an(
Flowchart, Stegoy-step exampleusing Sequenceand Control

flow

Data Manipulation: Variables and scope, Collectiony
Argumentsi Purpose and use, Data tabigage withexamples,
Clipboard management, File operation witktepby-step
example, CSV/Excel to data table and wegesa(with a stepby-

step example)

12

Taking Control of the Controls : Finding and attaching

windows, Finding the controlTechniques forwaiting for a

control, Act on controls i mouse and keyboard activities,

Working with UiExplorer, Handling events, Revisit recorder,

ScreenScraping,When to use OCR, Types of OCR availab
How touseOCR, Avoidingtypical failurepoints

Tame that Application with Plugins and Extensions:

Terminal plugin, SAP automation, Java plugin, Citiixomation,
Mail plugin, PDF plugin, Web integration, Exceland Word
plugins, Credential management, ExtensioiisJava,Chrome,
Firefox, andSilverlight

12

Handling User Events and Assistant BotsWhat areassistant
bots?,Monitoring systemeventtriggersHotkey trigger, Mouse
trigger, Systemtrigger, Monitoring image and element trigger
An example ofmonitoring email, Example of monitoring a

copyingevent and blocking it, Launching an assistant bot o
keyboardevent

Exception Handling, Debugging, and Logging: Exception

handling, Common exceptions and waysamdlethem,Logging

andtaking screenshotd)ebuggingtechniques,Collecting crash

dumps, Error reporting

12

Managing and Maintaining the Code: Project organization,
Nesting workflows, Reusability of workflows, Commenting
techniques, State Machine, When to use Flowcharts, Stat

12
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Machines, or Sequencédsing config files and examplesof a
configfile, Integratinga TFS server
Deploying and Maintaining the Bot: Publishing usingublish
utility, Overview of Orchestration ServerUsing Orchestration
Server to control bots, Using OrchestratiorServerto deploy
bots,Licensemanagemen®ublishing andnanagingupdates

REFERENCE BOOKS:

Booksand References:

Sr.No.

Title

Author/s

Publisher

Edition

Year

1.

LearningRoboticProcess
Automation

Alok Mani
Tripathi

Packt

1st

2018

2.

Robotic Process
AutomationTools,Process
Automation and their
benefits: Understanding
RPAandIntelligent
Automation

SrikanthMerianda

Createspace
Independen
Publishing

1St

2018

The Simple
Implementation Guide to
Robotic Process
Automation (Rpa): How to
Best ImplemenRpain an
Organization

Kelly
Wibbenmeyer

iUniverse

1st

2018
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Note:

Particulars (University
syllabus)

Proposed Syllabus

Remarks

Unit 1
Robotic Process Automation, Reco
andPlay

No Change

NIL

Unit 2
Sequence, Flowchart, and Control
Flow, Data Manipulation

No Change

NIL

Unit 3
Taking Controlof the Controls, Tamg
that Applicationwith Pluginsand
Extensions

No Change

NIL

Unit 4

Handling User Events and Assistan
Bots, ExceptiorHandling,
DebuggingandLogging

No Change

NIL

Unit 5
ManagingandMaintainingthe Code,

Deploying and Maintaining the Bot

No Change

NIL
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Robotic ProcessAutomation Practical

COURSE CODE: MITS3P4a COURSE CREDIT: 02
Course Objectives:

1 To understand the mechanism of business process and can provide the solution in an
optimizeway.

To understandhefeatures uséor interactingwith databasglugins.

To usetheplug-ins andothercontrolsused fomprocessautomation.

To useandhandle thaifferentevents, debuggingnd managinthe errors.

To test and deplotheautomated process.

E R

List of Practical:
1. | a. Createasimplesequencéasedoroject.

b. Createaflowchartbasedoroject.

c. Createan UiPath Robotwhich canemptya folder in Gmail solely on basisof
recording.

2. | a.AutomateUiPath NumbeCalculation (Subtractioriultiplication, Division of
numbers).

b. Createan automationUiPath projectusingdifferenttypesof variables(number,
datetime Boolean, generic, array, datble)

3. | a. CreateanautomatiorlJiPathProjectusingdecisionstatements.
b. CreateanautomatiorliPathProjectusingloopingstatements.
4. | a. Automateanyprocessisingbasicrecording.
b. Automateanyprocessisingdesktoprecording.

c. Automateanyprocessisingweb recording.
5. a.Consideranarrayof namesWe haveto find outhow manyof themstartwith the
letter"a". Createanautomatiorwherethe numberof namesstartingwith "a" is
countedandtheresultis displayed.
6. a.Createanapplicationautomatingheread,write andappendperationon excelfile.
b. Automatethe procesgo extractdatafrom anexcelfile into a datatableandvice
versa
7. a.Implementthe attachwindow activity.
b. Find differentcontrolsusing UiPath.
c. Demonstratehe following activitiesin UiPath:

i. Mouse(click, doubleclick andhover)

ii. Typeinto

iii. TypeSecurgext
8. a. Demonstrateéhefollowing eventsn UiPath:

i. Elementtriggeringevent

ii. Imagetriggeringevent

iii. SystemTriggeringEvent
b. Automatethe followingscreerscrapingmethodsusingUiPath

i. Full Test

ii. Native

ii. OCR
c. InstallandautomateanyprocessisingUiPathwith thefollowing plug-ins:

i. JavaPlugin

ii. Mail Plugin

iii. PDFPlugin

iv. WebIntegration
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v. ExcelPlugin
vi. Word Plugin
vii. CredentiaManagement

9. a. Automatethe procesf sendmail event(on anyemail).

b. Automatethe procesof launchinganassistanbot on a keyboardevent.

c. Demonstratehe Exceptionhandingin UiPath.

d. Demonstratehe useof configfiles in UiPath.

10. | a. Automatethe procesf loggingandtakingscreenshots UiPath.

b. Automateany processisingStateMachinein UiPath.

c. Demonstratehe useof publishutility.

d. CreateandprovisionRobotusingOrchestrator.
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Virtual

COURSE CODE: MITS304b

Reality and Augmented Reality

Course Objectives:

1 To learn background of VR including a brief history of VR, different forms of VR and

COURSE CREDIT: 04

relatedtechnologiesandbroadoverviewof some ofthe mostimportant concepts

1 To providebackgroundn perceptiorto educatéVR creatorson conceptsandtheories

of how weperceive and interact with the world around us

1 To makelearnerawareof high-level conceptdor designing/buildingassetsand how

subtledesign choices canfluenceuser behavior

1 To learnaboutart for VR and AR should be optimized for spatial displays with

spatiallyawareinput devices to interagtith digital objects in tru@D.

1 Walkthrough of VRTK, an open source project meantto spur on crossplatform

development

Sr. No

Modules/Units

No of Lectures

Introduction: What Is Virtual Reality, A History of VRAN
Overview of Various Realities,ImmersionPresence, and Realit)
TradeOffs, The Basics: DesignGuidelines, Objective and
SubjectiveReality, PerceptuaflodelsandProcessesPerceptual
Modalities

12

Perceptionof Spaceand Time, PerceptualStability, Attention,
and Action, Perception: Design Guideline&dverse Health
Effects,Motion Sickness, Eye Strai§eizures,and Aftereffects,
Hardware Challenges, LatencyMeasuringSickness,Reducing
AdverseEffects,AdverseHealthEffects:DesignGuidelines

12

ContentCreation,Conceptsof ContentCreation,Environmental
Design, Affecting Behavior, Transitioning to VR Content
Creation, Content Creation: Design Guidelines, Interaction,
Human Centeredinteraction, VR Interaction Concepts,Input
Devices,InteractionPatternsand Techniques, Interactiomesign
Guidelines

12

Design and Art Across Digital Realities, Designing four
SensesVirtual Reality for Art, 3D Art Optimization, Computer
Vision That MakesAugmented RealityPossible WorksVirtual
Realityand AugmentedReality: CrossPlatformTheory

12

Virtual Reality Toolkit: Open Source Framework for the
Community, Data and Machine Learning Visualization Design
and Developmentin Spatial Computing, Character Al and
Behaviors, The Virtual and Augmented Reality Health

TechnologyEcosystem

12
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REFERENCE BOOKS:

Booksand References:
Sr.No. | Title Author/s Publisher | Edition | Year
1. | TheVR Book,Human JasonJerald ACM 1st 2016
Centeredesignfor Books
Virtual Reality
2. | CreatingAugmentecand | Erin Pangilinan, OO0 Rei|lst 2019
Virtual Realities StevelLukas,
VasanthMohan
3. | Virtual realitywith RakeshBaruah APress 1st 2020
VRTK4
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Note:

Particulars (University Proposed Syllabus Remarks
syllabus)

Unit 1 NIL
Introduction No Change
Unit 2 NIL
Perception No Change
Unit 3 NIL
ContentCreation, Interaction No Change
Unit 4 NIL
Design and Art Across Digital
Realities, VirtuaRealityand No Change
AugmentedReality: CrossPlatform
Theory
Unit 5 No Change NIL

Virtual Reality Toolkit
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Virtual Reality and Augmented RealityPractical
COURSE CODE: MITS3P4b COURSE CREDIT: 02
Course Objectives:

To applytheconcepts o¥/R and AR inreallife.

To reducdhegreatestisk to VR.

To design the waysersinteract within thescenes thefind themselves in.
To beexposedo VR, AR andt o d aegodirses.

To effectivelyuse opersourceVR software.

= =4 =4 -8 -9

List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list ofpractical will
be circulated later in the official workshop.
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Data Centre Technologies

COURSE CODE: MITS304c

COURSE CREDIT: 04

Course Objectives:

1 Identify importantrequirements$o designandsupporta datacenter.

T Determine a data center environment 6s
architectureas well as services.

1 Evaluate options for server farms, network designs, high availability bakcing,
datacenter servicesndtrendsthat mightaffect datacenterdesigns.

1 Assessthreats,vulnerabilities and common attacks,and network security devices
availableto protect dataenters.

1 Design a data centeinfrastructure integrating features that address security,

performanceand availability.
1 Measuradatacentertraffic patternsandperformancenetrics.

Sr. No

Modules/Units

No of Lectures

Virtualization History and Definition®ata Center Essentia
Definitions

Data Center Evolution Operational Areas and Data Center
Architecture The Origins of Data Center Virtualization Virtual
Memory

Mainframe Virtualization Hot Standby Router Protodafining
Virtualization Data Center Virtualization Timelin€lassifying
Virtualization Technologies A Virtualization Taxonomy
Virtualization Scalability Technology Areas Classificatid
Examples SummarpataCenter Networkevolution
EthernetProtocol:ThenandNowEthernetmedia Coaxial Cable
TwistedPair optical FiberDirect-Attach Twin axial cables
EthernetDataRateTimeline Data CenterNetwork Topologies
Data Center Network LayersDesign Factorsfor Data Center
Networks Physical Network Layout Considerations The
ANSI/TIA-942 Standard\Network Virtualization Benefits

Network Logical Partitioning Network Simplificationand Traffic
Load Balancing ManagementConsolidation and Cabling
Optimization Network Extension TheHumble Beginnings o
Network Virtualization Network Partitioning Conceptgrom the
Bridging World Defining VLANs VLAN Trunks Two Commor
Misconceptions About VLANsMisconception Number 1. A
VLAN Must Be Associatedto an IP Subnet Misconceptig
Number2: Layer3 VLANs SpanningTree Protocol and VLANS
Spanning Tree Protocol at Work Port StatesSpanning Tre
Protocol EnhancementSpanningTree InstancesPrivate VLANS
VLAN Specifics Native VLAN Reserved VLANs IDs Resour
SharingControlandManagemenPlaneConcepts from the Routir]
World Overlapping Addresses in a Data Ceridefining and
Configuring VRFs VRFs and Routing ProtocoMRFs and the
ManagementPlane VRFAwarenessVRF ResourceAllocation

Control

12
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An Army of One: ACEVirtual Contexts

Application Networking ServicesThe Use of Load Balancers
LoadBalancing Concepts Layer 8witching Versus Layer 7
Switching Connection ManagementAddress Translation and
Load Balancing Server NAT Dual NAT Port Redirection
TranspareniMode Other Load-Balancing Applications Firewall
Load Balancing Reverse Proxy Load Balancing Offloadin
ServersSSL Offload TCP Offload HTTP Compression Loa
Balancer Proliferation in the Data Center Load Balancer
PerformanceSecurity Policies Suboptimal Traffic Application
EnvironmentndependencyCE Virtual Contexts

Application Control Engine PhysicalConnection€onnectingan
ACE Appliance Connecting an ACE Module Creating and
Allocating Resourceso VirtualContexts

Integrating ACE Virtual Contextsto the Data CentemNetwork
Routed Design Bridged Design OneArmedDesign Managing
and Configuring ACE VirtualContextsAllowing Management
Traffic to a Virtual ContextAllowing Load Balancing Traffic
Through a Virtual ContextControlling ManagementAccessto
Virtual Contexts ACE Virtual Context Additional Characteristi
Sharing VLANs Among Contexts Virtual Context Fault
Tolerance InstanBwitches:Virtual Device Contexts Extending
Device Virtualization Why Use VDCs? VD@s Detail Creating
and Configuring VDCs VDC Namesand CLI Prompts
Virtualization Nesting Allocating Resourcesto VDCs Using
Resource Templdes Managing VDCs VDC Operations
Processeg-ailures and VDCs VDC Out-of-Band Management
Role-BasedAccessControlandVVDCs Global Resources Fooling
SpanningTree SpannindreeProtocoland Link Utilization Link
Aggregation Server Connectivity and NT@amindgCrossSwitch
PortChannels Virtual PortChannels Virtual PortChannel
Definitions ConfiguringVirtual PortChannels

Stepl: Definingthe Domain

Step 2: Establishing Peer Keepalive Connectivity

Step3: Creatinghe PeeLink

Step4: Creatingthe Virtual PortChannel

Spanning Tree Protocol and Virtual Port ChannelsPeen.ink
Failureand OrpharPorts

FirstHop Routing Protocolsand Virtual Port Channeltayer?2
Multipathingand vPC+

FabricPath Data Plane FabricPath Control Plane
FabricPathand SpannindreeProtocol VirtualPortChannePlus
Virtualized Chassisith FabricExtenders ServeAccessModels
Understanding~abric ExtenderEabric Extender Options
Connecting a Fabric Extender to a Parent Switch Fabric
Extended Interfaces and Spanning Tree Protocol Fabric
Interfaces Redundancy Fabric Extender Topolodisight
ThroughTopologiesDualtHomedTopologies

12

Virtualized Chassisvith Fabric Extenders
Server Access Models UnderstandingFabric Extenderg-abric
Extender Options Connecting Fabric Extenderto a Parent

Switch FabricExtendedInterfacesand SpanningTree Protocol
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Fabric Interfaces Redundancy Fabric Extender Topolog
StraightThrough TopologiesDualtHomed TopologiedJseCase:
Mixed AccessDataCenter ATale of Two DataCentersA Brief
History of DistributedDataCenters The Cold Age (Mi@970s to
1980s) The Hot Age (199@s Mid-2000s) The Active-Active
Age (Mid-2000sto Today) The Case for Layer 2 Extensio
Challenges ofLayer 2 Extensions Ethernet Extensionsover
Optical ConnectionsVirtual PortChannels FabricPath Ethern
Extensions over MPL3/PLS Basic ConceptsEthernet over
MPLS Virtual Private LAN Service Ethernet Extensions over
MPLS over GRE Overlay Transport Virtualization OTV
TerminologyOTV Basic ConfigurationOTV Loop Avoidance
and MultihomingMigration to OTV OTV Site Design¥LAN
Identifiers and Layer 2 Extensiof#ternalRoutingin Connected
DataCenters Use  Case: Active-Active Greenfield Data
CentersSummary StorageEvolution Data Center Storag
DevicesHard Disk DrivesDisk Arrays Tape Drives and Librarie
Accessing Data in Rest BloeBasedAccess Small Computer
Systems Interface Mainframe Storage Access Advanced
Technology Attachment File Access Network File System
Common Internet File System Record Access Storage
Virtualization Virtualizing StorageDevices Virtualizing LUNs
Virtualizing File Systems VirtualizingANs

12

ServerEvolution

Server ArchitecturesMainframes RISC Serversx86Serversx86
Hardware Evolution CPU Evolution Memory Evolution
ExpansionBusEvolution Physical FormaEvolution

Introducing x86 Server VirtualizatiorVirtualization unleashg
Unified ComputingChanging Personalities ServeProvisionin
Challenges Server Domain Operations Infrastructure
Domain Operations Unified Computing and Service Profile
Building Service Profiles Identifying a Service Profiftorag
Definitions NetworkDefinitions Virtual InterfacePlacementBerve
Boot Order MaintenancePolicy Server AssignmentOperationg
Policies ConfiguratiorExternal IPMI Management Configurat
ManagementP AddressAdditional Policies Associatinga Servic
Profile to a Server Installing an Operating System Verifying
Stateles€€omputing UsindgPoliciesBIOS SettingPolicies
Firmware Policies Industrializing Server Provisioning Cloning
Pools Service Profile Templates Server PbglsCase: Season;
Workloads

12

Moving Targets

Virtual Network Services Definitiond/irtual Network Service
Data PatlvPathEnabledVirtual NetworkServices

Cisco Virtual Secuity Gateway: Compute Virtual Firewall
Installing Virtual Security GatewayCreating Security Policies,
SendingData Traffic to VSG VirtualMachine Attributes and
Virtual ZonesApplication Acceleration, WAN Acceleration an
OnlineMigration Routingin the Virtual World Site Selection and
Server VirtualizatiofRoute Health Injection Global Server Load
Balancing Location/ID SeparationProtocolUse Case: Virtual

Data Center Th¥irtual DataCenter andCloud Computing

12
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The Virtual Data Center Automation afdandardizatiowhatls
Cloud Computing?Cloud ImplementationExample Journeyto
the Cloud Networking in the Clouds SoftwabBefined Networks
OpenStack Network Overlays

REFERENCE BOOKS:

Booksand References:
Sr.No. | Title Author/s Publisher | Edition | Year
1. DataCenterVirtualization | GustavoAlessandro | Cisco 1% 2014
Fundamentals AndradeSantana Press
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Note:

Particulars (University Proposed Syllabus Remarks
syllabus)

Unit 1 NIL
Virtualization History and No Change
Definitions, EtherneProtocol
Unit 2 NIL
An Army of One: ACE Virtual No Change
Contexts
Unit 3 NIL
Virtualized Chassis with Fabric No Change
Extenders
Unit 4 No Change NIL
ServerEvolution
Unit 5 No Change NIL
Moving Targets
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Data Centre Technologies Practical
COURSE CODE: MITS3P4c COURSE CREDIT: 02
Course Objectives:

To understantbasicconceptsn Virtualization.

To understandonceptof Load BalancingandAggregationvirtual switching

To understan®atacenterMigration andFabricBuilding.

To understandariousChangesn ServerArchitecture

To understand the concepts of Cloud computing and how to move towards a
cloudcomputingtechnology.

= =4 =4 =8 =1

List of Practical:

1. Configuring ESXi Hosts
a. InstallESXi on aVM using yourstudentdesktop
b. Install ESXi

2. Configuring ESXi Hosts

a. Examinethe Optionsn theDCUI

b. Configurethe Managementietwork

c. EnableSSH

3. Deploying and Configuring a Virtual Machine

a. Createa Virtual Machine

b. Installa GuesOperatingSystemandDisableWindowsUpdates
c. InstallVMware Tools/InstallFiles

4. Working with vCenter Server

5. Navigating the vSphereClients

6. Creating Foldersin vCenter Server Appliance

7. Using Standard Switches

8. AccessingSCSI Storage

a. ManagingVMFS Datastores
b. Accessing\NFS Storage

9. Using Templatesand Clones

10. | Modifying Virtual Machines
11. | a. Migrating Virtual Machines
b. ManagingVirtual Machines
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Offensive Security

COURSE CODE: MITS304d

Course Objectives:

Understandin@f securityrequirementsvithin an organization

E R

To learn variougools thataid inoffensive securityesting.

COURSE CREDIT: 04

How to inspect protectassetgrom technical anananageriaperspectives
To learnvariousoffensivestrategieso penetratehe organizationsecurity.

Sr. No

Modules/Units

No of Lectures

Fault Tolerance and Resilience in Cloud Computing

EnvironmentsSecuringWeb Applications,Servicesand Servers,
WirelessNetwork Security, WirelessSensor Network Security:

The Internet of Things, Security for the Internet of Thingy
Cellular NetworkSecurity

12

Social Engineering Deceptions and Defenses, What Ig
Vulnerability Assessment,Risk Management, Insider Threa
DisasterRecovery,SecurityPoliciesand Planevelopment

12

Introduction to Metasploit and Supporting Todlee importance
of penetrationtestingVulnerability assessment versus penetrg
testingThe need for a penetration testing framewlkoduction
to Metasploit Wherto useMetasploit? Making Metasploit

effective and powerful using supplementarytools Nessu
NMAP w3af ArmitageSettingup Your Environment Using th
Kali Linux virtual machine- the easiest wainstalling Metasploi
on Windows Installing Metasplodn Linux Settingup exploitable
targetsin a virtual environment Metasploit Components and
EnvironmenConfiguration Anatomyand structure of Metasplq
Metasploit components AuxiliariesExploits EncodersPayloads
Post, Playing around with msfconsoléariables in Metasploit
Updatingthe MetasploitFrameworks5

12

Information Gathering with Metasplditformation gatheringand
enumeration Transmission Control Protocol User
DatagranProtocol File Transfer Protocol ServeMessage Bloc
HypertextTransferProtocoSimpleMail Transfer Protocol
Secure Shell Domain Name SystemRemote Desktop Protocg
Passwordsniffing Advanced search with shodan Vulnerabili
Hunting with Metasploit Managing the database Work spa
Importing scandBacking up the databas¢MAP NMAP scannin
approach Nessus Scanning using Nessus from msfcon
Vulnerability detectionwith MetasploitauxiliariesAuto exploitatio
with db_autopwrPostexploitation Whatis meterpreter3earchin
for content Screercapture Keystrokéogging Dumping the hashe
and crackingwith JTR Shell command Privilegescalation ClieR

side Attacks with MetasploNeed of client-side attacks Whadrsg

12

80| Pa

ge




clientside attacks? Whais a ShellcodeVhat is a reverseshell
What is abind shell? What is an encodeffe msfvenom utility
Generatinga payload with msfvenom Social Engineering
Metasploit Generatingmalicious PDF Creating infectious medi
drives

Approachinga PenetrationTest Using MetasploitOrganizing &
penetration  test  Preinteractions Intelligence  gathg
reconnaissanc@hasePredictinghe test grounds Modeling thre
Vulnerability analysi€Exploitationand postexploitationReportin
Mounting the environmentSetting up Kali Linux in virtua
environment The fundamentals of Metasploit Conducting
penetratiortest with MetasploitRecallingthe basics oMetasplo
Benefits of penetrationtesting using Metasploit Opesourc
Supportfor testing large networks and easy namingconvention
Smartpayloadgenerationand switching mechanismCleanerexits
The GUI environment Penetration testing an unknown net
AssumptionsGatheringintelligenceUsing databases Metasplo
Modelingthreats Vulnerabilityanalysisof VSFTPD backdoor The
attack procedure The procedure of exploiting the vulnera
Exploitationand post exploitation Vulnerability —analysis

of PHRCGI query string parametervulnerability
Exploitation and post exploitatioviulnerability analysis of HF
Exploitation and post exploitatioklaintaining access Cleari
tracks Revisingthe approach Reinventing Metasploit Rulbythg
heart of MetasploitCreatingyour first Rubyprogam Interactin
with the Ruby shelDefining methods in the shelfariablesang
datatypesin Ruby Workingwith stringsConcatenatingtringsThe
substringfunction The split function Numbersand conversions
Ruby Conversions in Rubyanges inRuby Arrays in Rub
Methods in Ruby Decisioamaking operators Loops in Rub)
Regular expressionsWrapping up with Ruby basics Developing
custom modulesBuilding a module in autshell Thearchitectur
of the Metasploit frameworkJnderstandinghe file structureThg
librarieslayout Understandinghe existingmodules Thdormat of4
Metasploit module Disassemblingxisting HTTP server scanng
moduld.ibrariesandthe function Writingouta customFTP scanng
moduleLibraries andthe function Usingmsftidy Writing out &
custom SSH authenticatiorbrute forceRephrasinghe equation
Writing a drive disabler post exploitation moduleWriting a
credential harvester post exploitation module Breakthrough
meterpreter scripting Essential®f meterpretescripting

Pivoting the targetnetwork Settingup persistentaccesaPI calls
and mixins FabricatingcustommeterpretescriptsWorking with
RailGun Interactive Ruby shell basiténderstanding RailGun
and its scriptingManipulating Windows API calld=abricating
sophisticatedRailGun scriptsThe Exploit FormulationProcess
The absolute basicsf exploitation ThebasicsThe architecture
Systemorganizatiorbasicfkegisters Exploiting  stackbased
buffer overflows with Metasploit Crashingthe vulnerable
application

Building the exploit base Calculating the offset Using the

12
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pattern_create tool Usinfpe pattern_offsetool Finding the JIMP
ESP address Using Immunity Debugger to find executs
modules Usingnsfbinscan Stuffinghe space Relevancé NOPs
Determiningbadcharactereterminingspacdimitations

Writing the Metasploitexploit module Exploiting SEHbased
buffer overflows with MetasploiBuilding the exploit basf
Calculating the offset Using pattern_create tool Usin
pattern_offset toolTable of ContentsFinding the PORPOP/RET!
addres3 he Mona script Using msfbinscan Writinghe Metasploit
SEH exploit module Using NASM shell for writing assembly
instructions Bypassing DEP in Metasploit modules Using
msfropto find ROP gadgetsUsing Mona to createROP chains

Writing the Metasploitexploit modulefor DEP bypass

REFERENCE BOOKS:

Booksand References:
Sr.No. | Title Author/s Publisher | Edition | Year
1. | Computer and Information | JohnR.Vacca | Morgan 3¢ 2017
SecurityHandbook Kaufmann
Publisher
2. | MetasploitRevealedSecrets | SagaRahalkar | Packt 2017
of the Expert Pentester Publishing
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1
FaultToleranceandResiliencen
Cloud Computingenvironments,
SensorNetwork Security

No Change

NIL

Unit 2
Social EngineeringDeceptionsand
Defenses

No Change

NIL

Unit 3
Introduction to Metasploit and
Supporting Tools

No Change

NIL

Unit 4
Information Gathering with
Metasploit, The msfvenom utility

No Change

NIL

Unit 5

Approachinga PenetratiomestUsing
Metasploit, Developing custom
modules, Breakthrougtmeterpreter
scripting, Bypassing DEP in
Metasploit modules

No Change

NIL
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Offensive Security Practical

COURSE CODE: MITS3P4d

Course Objectives:

E

To understand basic security issues in cloud, 10T etc.
To understand different security techniques polities
To useVulnerability assessment and exploitatiomlto
To analyzethe networkperformreconnaissancandenumeratehe targetto detect

vulnerabilities.

1 To perform offensive tests using Metasploit on various application, generating

payloadstc.

List of Practicalito beperformedwith Kali Linux andMetaSploit Framework)

0.

Installationandpreparinghelab ready Virtualor physicalmachinewith
Kali Linux.
Exploringandgettingacquaintedvith he otheroperatingdistributionsused
for offensive security testing mainly

1 Lion Sec

1 BackBox

1 Parrot

1 BlackArch

Exploringthecommandine arguments

Environmentvariables, Tab Completion, BashHistory Tricks

o

PipingandRedirection,Text SearchingandManipulation

Editing Filesfrom the CommandLine, Comparingriles,Managing
Processes

UsingNETCAT Socat

PowerShelandPowercat

WiresharkandTcpdump

PassivdnformationGathering

Whois EnumerationGoogleHacking

Netcraft,Reconrng, Shodan

SSLServerTest

UserinformationGathering

Email HarvestingPasswordumps

olp|oe|T| e so T |w

InformationGatheringFrameworks OSINT FrameworkMaltego

»

Active InformationGathering

DNS Enumeration

o|p

PortScanning

SMB Enumeration

NFS Enumeration

Vulnerability Scanning

Vulnerability Scanningwith Nessus

Vulnerability Scanningvith Nmap
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COURSE CREDIT: 02




8. Web Application Assessmentools
a. DIRB
b. Burp Suite
C. Nikto
d. SQL Injection
9. Client-SideAttacks
C. HTA Attack
d. Exploiting Microsoft Office
10. PrivilegeEscalation
a. WindowsPrivilegeEscalation
b. Linux PrivilegeEscalation
11. Passwordittacks
a. Wordlists,Brute Force Wordlists
b. CommonNetwork ServiceAttack Methods
12. PortRedirectionrandTunneling
a. PortForwarding RINETD
b. SSHTunneling
C. PLINK., NETSH,
HTTPTunneling ThroughDeepPacket Inspection
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SEMESTER IV



Blockc

hain

COURSE CODE: MITS401 COURSE CREDIT: 04

Course Objectives:

T

To provide conceptualinderstanding of the function of Blockchain as a method of
securing distributed ledgers, how consensus on their contents is achieved, and the new
applications that they enable.

To cover the technological underpinnings of blockchain operations as distridatz
structures and decisiamaking systems, their functionality and different architecture
types.

To provide a gtical evaluation of existing smart contraapabilities and platforms, and
examine their future directions, opportunities, risks emallenges.

Sr. No

Modules/Units No of
Lectures

Blockchain: Introduction, History, Centralised versus Decentrali
systems, Layers of blockchain, Importance of blockchain, Blockd
uses and use cases.

Working of Blockchain: Blockchain foundation, @ptography,
Game Theory, Computer Science Engineering, Propertie
blockchain solutions, blockchain transactions, distributed consg

mechanisms, Blockchain mechanisms, Scaling 12
blockchain

Working of Bitcoin: Money, Bitcoin, Bitcoin blockchain, bitcoi
network, bitcoin scripts, Full Nodesand SVPs, Bitcoin wallets.

Ethereum: three parts of blockchain, Ether as currency and
commodity, Building trustless systems, Smart contracts,
Ethereum  Virtual Machine, The Mist browser, Wallets
as a Computing Metaphor, The Bank Teller Metaphor, Breal
with Banking History, How Encryption Leads to Trust, Systd
Requirements, Using Parity with Geth, Anonymity
Cryptocurrency, Central Bank Network, Virtual Maoks, EVM
Applications, State Machines
Place in the State Transition Function, Renting Time on the E

Gas, Working with Gas, Accounts, Transactions, and Messages, 12

Transactions and Messages, Estimating Gas Fees for tlopsr
Opcodes in the EVM.

Solidity Programming: Introduction, Global Banking Made Re;
Complementary Currency, Programming the EVM, Design Ratio
Importance of Formal Proofs, Automated Proofs, Testing, Formg
Solidity Files, Reading Code, Statemte and Expressions in Solidit
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Value Types, Global Special Variables, Units, and Functions,

Hyperledger: Overview, Fabric, composer, installing hyperled
fabric and composer, deploying, running the network, €
troubleshooting.

Smart Contracts and Tokens:EVM as Back End, Assets Backed
Anything, Cryptocurrency Is a Measure of Time, Function
Collectibles in Human Systems, Platforms for H\ghlue Digital
Collectibles, Tokens as Category of Smart Contract, Creating a

Token, Deploying the Contract, Playing with Contracts

12

Mining Ether: Why ? Et her 6s Sour ce, [
SeltRegulation, and the Race for Profit, How Proof of Work Hé
Regulate Block Time, DAG and Nonce, Faster Blocks, Stale Blq
Diffic ulties, Ancestry of Blocks and Transactions, Ethereum and

Bitcoin, Forking, Mining, Geth on Windows, Executing Comma
in the EVM via the Geth Console, Launching Geth with FI;
Mining on the Testnet, GPU Mining Rigs, Mining on a Pool W
Multiple

GPUs.

Cryptoecnomics: Introduction, Usefulness of cryptoeconomi
Speed of blocks, Ether Issuance scheme, Common Attack Scen

12

Blockchain Application Development: Decentralized Applications
Blockchain Application Development, Interacting with tBécoin
Blockchain, Interacting Programmatically with Etheréu®ending

Transactions, Creating a Smart Contract, Executing Smart Co
Functions, Public vs. Private Blockchains, Decentralized Applica
Architecture,

Building an Ethereum DApp: The DApp Setting Up a Privat
Ethereum Network, Creating the Smart Contract, Deploying
Smart Contract, Client ApplicatiolDApp deployment: Seven
Ways to Think About Smart Contracts, Dapp Contract Data Mo
EVM backend and fronend communication, JSONRP Web 3,
JavaScript API, Using Meteor with the EVM, Executing Contract
the Console,Recommendations for Prototyping, TFRiadty
Deployment LibrariesCreating Private Chains.

12
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REFERENCE BOOKS:

Booksand References:

Sr. No. Title Author/s Publisher | Edition | Year
1. | BeginningBlockchain Bikramaditya Apress 2018
A Be gi n rGaidedts| Singhal,
Building Blockchain| GautanDhameja,
Solutions Priyansu Sekhar
Panda
2. IntroducingEthereumand | ChrisDannen Apress 2017
Solidity
3. | TheBlockchain EladElrom Apress 2019
Developer
4. | MasteringEthereum Andreas M. OO0 Re ifFirst 2018
Antonopoulos
Dr. GavinWood
5. BlockchainEnabled Vikram Dhillon Apress 2017
Applications David Metcalf
Max Hooper
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1

Blockchain
Working of Blockchain

Working of Bitcoin

No Change

NIL

Unit 2

Ethereum

Solidity Programming

No Change

NIL

Unit 3
Hyperledger

Smart Contracts and Tokens

No Change

NIL

Unit 4
Mining Ether:

Cryptoecnomics

No Change

NIL

Unit 5

Blockchain Application Development
Building an Ethereum DApp

DApp deployment

Creating Private Chains

No Change

NIL
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Blockchain Practical
COURSE CODE: MITS4P1 COURSE CREDIT: 02

List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list of practical will be
circulated latem the official workshop.
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Elective 1



Natura

| Language Processing

COURSE CODE: MITS402a COURSE CREDIT: 04

Course Objectives:

T

= =4

The prime objective of this course is to introduce the students to the field of Language Computir
and its applications ranging from classical era to modern context.

To provide understanding of various NLP tasks and NLP abstractions such as Morphologic:
analysis, POS tagging, concept of syntactic parsing, semantic analysis etc.

To provide knowledge of different approaches/algorithms for carrying out NLP tasks.

To highlight the concepts of Language grammar and grammar representation in Computation
Linguistics.

Sr. No

Modules/Units No of Lectures

Introduction to NLP, Brief historyVorking of NLP
NLP applications: Speech to Text(STT), Text to Speech(TTS

Text Summarization, Text classification, Sentiment Analy

Grammar/Spell Checkers,
12
NL tasks: Segmentation, Chunking, tagging, NER, Parsing, \

Sense Disambiguation, NL Generation, Sentiment Analysis,

Text Entailment, Cross Lingual Information Retrieval (CLIR)

Text Processing Challenges,

Segmentation: word levdlpkenization), Sentence level. Regu
Expression and Automata Morphology, Types, Survey of En
and Indian Languages Morphology, Morphological parsing |
and FST, Porter stemmer,
12

Rule based and Paradigm based Morphology,
Human Morphological Process,

Machine Learning approaches

Word Classes ad Pawf-Speech tagging(POS), survey of P
tagsets, Rule based approaches (ENGTOWL), StocH
approaches(Probabilistic,-ggfam and HMM),

Evaluation metrics: Precision/Recalifreasure, error analgs 12

NL parsing basics, approaches: TopDown, BottomUp, Over
of Grammar Formalisms: constituency and dependency sq
Grammar notations CFG, LFG, PCFG, LTAG, Featl
Unification, overview of English CFG, Indian Language Pars 12
in Paninian Karaka TheoryRrobabilistic parsing, Dependen
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Parsing: Covington algorithm, MALT parser, MST parser.

Concepts and issues in NL, Theories and approache
Semantic Analysis, Meaning Representation, word simila
Lexical Semantics, word senses and relatmos, WordNel
5. | (English and IndoWordnet), 12

Wor d Sense Di sambiguati on:
algorithm, Coreferences Resolution: Anaphora, Cataphora

REFERENCE BOOKS:

Booksand References:
Sr. Title Author/s Publisher Edition | Year
No.
1. [Handbookof Natural IndurkhyaN., | CRC Press | 2™ 2010
LanguagédProcessing & Damerau, | Taylor and
F.J. FrancisGroup
2. [SpeectandLanguage Martin, J. H., | Pearson 2" 2013
Processing & Jurafsky, | Education
D. India
3. [Foundations of Statistical Manning, MIT Press 1% 1997
NaturalLanguagdrocessing | Christopher
andHeinrich,
Schutze
4. Natural Language Processing | SteverBird, | O'Reilly 2 2016
With Python Edward Media
Loper
5. \VideoLlinks
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Note:

Particulars (University
syllabus)

Proposed Syllabus

Remarks

Unit 1

Introduction to NLP
NL tasks

Web 2.0 Applications

Topic added Working of NLP

Topics removed : Story
Understanding, NL Generation|
QA system, Machine
Translation

challenges/Open Problems, Nl
abstraction levels, Natural
Language (NL)Characteristics
and NL computing
approaches/techniques and st

Working of NLP consist
of architecture that helps
us to understand the
working of NLP from NLU
to NLG

Thesetopics are repeated
in the syllabus.

Unit 2
Text Processing Challenges

Segmentation

Topics removed : Overview of
Language Scripts and their
representation on Machines
using Character Sets, Languag
Corpus and Application
Dependence issues

Thesetopics are repeatec
in the syllabus.

Unit 3

Word Classes ad Paot-Speech
taggingevaluation metrics

Topics removed : TBL
morphology, unknown word
handling

Thesetopics are repeated
in the syllabus.

Unit 4

Topics removed : CFG parsing

NL parsing basics, approaches |(usi ng Ear | ey 6 s| Theseopics are repeateq
algorithms in the syllabus.

Overviewof Grammar Formalismg

Unit 5

Concepts and issues in NL NIL

Theories and approaches for No Change

Semantic Analysis
Word Sense Disambiguation

Resolution
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Natural Language ProcessindPractical
COURSE CODE: MITS4P2a COURSE CREDIT: 02

List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list of pvatthzal
circulated later in the official workshop.
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Digital Image Forensics
COURSE CODE: MITS402b COURSE CREDIT: 04

Course Objectives:

1 To understand describe thagin of computer forensics and the relationship betvaen
enforcement and industry.

1 Describe electronic evidence and the computing investigation process.
1 Extracting Digital Evidence from Images and establishing them in court of Law.
1 Enhancing imagef®r investigation and various techniques to enhance images.
1 Interpret and present Evidences in Court of Law.
Sr. No Modules/Units No of
Lectures
History of Forensic Digital Enhancement, Establishing
- Integrity of Digital Images for Court, 12
Digital Still and Video Cameras, Color Modes and
. Channel Blending to Extract Detail 12
Multiple Image Techniques, Fast Fourier Transform
3. (FFT)T Background Pattern Removal
12
Contrast Adjustment Techniques, Advanced Processing
4. TechniquesComparison and Measurement
12
The Approachi Developing Enhancement Strategies
5. for Images Intended for Analysis, Digital Imaging in 12
the Courts, Interpreting and Presenting Evidence
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REFERENCE BOOKS:

Booksand References:

Sr.No. [Title Author/s Publisher [Edition | Year
1. |ForensidDigital Image Brian Dalrymple,Jill | CRC 2018
ProcessingOptimization [Smith Press
of ImpressiorEvidence
2. |ForensidJsesof Digital John C. Russ, Jens | Taylor& [2nd 2016
Imaging Rindel,P.Lord Francis
Group
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1

History of Forensic Digital Enhancemen
Establishing

Integrity of Digital Images for Court,

No Change

NIL

Unit 2

Digital Still and Video Cameras, Color
Modes and

Channel Blending to Extract Detail

No Change

NIL

Unit 3

Multiple Image Techniques, Fast Fourie
Transform

(FFT)T Background Pattern Removal

No Change

NIL

Unit 4

Contrast Adjustment Techniques,
Advanced Processing

Techniques, Comparison and
Measurement

No Change

NIL

Unit 5

The Approachi Developing
Enhancement Strategies

for Images Intended foknalysis, Digital
Imaging in

the Courts, Interpreting and Presenting
Evidence

No Change

NIL
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Digital Image ForensicsPractical
COURSE CODE: MITS4P2b COURSE CREDIT: 02

List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list of practical will be
circulated later in the official workshop.
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Advanced loT
COURSE CODE: MITS402c COURSE CREDIT: 04

Course Objectives:

1 To understand the latest developments in 0T

1 To build smart IoT applications

1 To leverage the applications of 10T in different technologies

1 To build own IoT platform

Sr. No Modules/Units No of
Lectures

The Atrtificial Intelligence 2.0, IoT and Azure loT Suite, Creati

1. | Smart 10T Application

12

Cognitive APIs, Consuming Microsoft Cognitive APIs, Buildi

2. | Smarter Application using Cognitive APIs. 1
Implementing Blockchain as a service, Capturing, I¢siag and

3 Visualizing realtime data, Making prediction with machine learnin

12

IoT and Microservices, Service Fabric, Build your own loT platfg
Introduction, Building blocks for 10T solution, Essentials for build
your own platform, Platformequirements, building the platform by

4.
initializing cloud instance, installing basic software stacks, sect
instance and software, installing node.js and NRE®, Message 12
broker.
Building Critical components, configuring message broker, io1g:

5. REST interface, Rule engine and authentication, documentatio 12
testing, Introspection on what we build and deliverables.
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REFERENCE BOOKS:

Booksand References:
Sr.No. | Title Author/s Publisher [Edition | Year
1. loT, Al, andBlockchain | Nishith Pathak Apress |- 2018
for .NET- Building a AnuragBhandari
NextGeneration
Applicationfrom the
GroundUp
2. Microservices)oT and Bob Familiar Apress |- 2015
Azure
3. | Build yourown IoT AnandTamboli Apress |- 2019
Platform
4. Internet of Things Simone Cirani Wiley 1 2019
ArchitecturesProtocols | Gianluigi Ferrari
andStandards MarcoPiconeLuca
Veltri

102| Page




Note:

Particulars (University syllabus) Proposed Syllabus Remarks
Unit 1
The Artificial Intelligence 2.0, loT and No Ch NIL
Azure 10T Suite, 0 ~-hange
Creating Smart 10T Application
Unit 2
No Change NIL
Cognitive APIs
Unit 3
Implementing Blockchain as a service, NIL
Capturing,
No Change
Analysing andvisualizing realtime data,
Making
prediction with machine learning
Unit 4
loT and Microservices, Service Fabric, Bu NIL
No Change
your own
loT platform
Unit 5
Building Critical components, configuring NIL
message
broker, creating RESihterface, Rule enging
No Change

and

authentication, documentation and testing
Introspection

on what we build and deliverables.
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Advanced loT Practical
COURSE CODE: MITS4P2c COURSE CREDIT: 02

List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list of practical will be
circulated later in the official workshop.
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Cyber Forensics

COURSE CODE: MITS402d

Course Objectives:

COURSE CREDIT: 04

1 Explainlawsrelevantto computerforensics
1 Seizedigital evidencefrom pcsystems
1 Recoverdatato beused agvidence
1 Analysedataandreconstrucevents
T Explainhow data maype concealed ohidden
Sr. Modules/Units No of
No Lectures
Computer Forensics: The presentScenario, The Investigation
1. Process, Computers i Searching and Seizing, Electronic 12
Evidence,Procedurego be followedby the first responder.
Settingup a lab for ComputerForensics,Hard Disksand File
2. SystemsForensicson Windows Machine, Acquireand 12
DuplicateData
Recovery of deleted files and partitions, Using AcdeagaFTK
3 and Encasefor forensics Investigation, Forensic analysis of 12
' Steganography and Image files, Cracking Application
passwords.
Capturinglogs and correlatingto the events,Network-orensics
4. T Investigatinglogs and Network traffic, InvestigatingVireless 12
andWeb Attacks.
Email Trackingand Email Crime investigation.Mobile
5. Forensics Reportsof Investigation,Becomean expert witness. 12
REFERENCE BOOKS:
Booksand References:
Sr.No. | Title Author/s Publisher Edition | Year
1. | EC-CouncilCHFIv10 - EC-Council | -- 2018
StudyGuide
2. | Theofficial CHFI Exam | DaveKleiman SYNGRESS -- 2007
31249 studyGuide
3. | Digital Forensicand GerardJohansen Packt -- 2020
IncidentResponse Publishing
4. | PracticalCyber Niranjan Reddy Apress -- 2019
Forensics
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Note:

Particulars (University syllabus) | Proposed Syllabus Remarks

Unit 1

NIL

No Change
Computer Forensics

Unit 2

NIL

No Change
Setting up a lab for Computer Forensic

Unit 3

Recovery ofdeleted files and partitions NIL
Forensicanalysisof Steganographwand
Imagefiles,

Cracking Application passwords

No Change

Unit 4

Capturing logs and correlating to the NIL
. No Change
events, Network Forensics

Unit 5

Email TrackingandEmail Crime NIL
investigation Mobile ForensicsReports No Change
of InvestigationBecomeanexpert
witness.
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Cyber ForensicsPractical
COURSE CODE: MITS4P2d COURSE CREDIT: 02

List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list of practical will be
circulated later in the official workshop.
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Deep Learning
COURSE CODE: MITS403a COURSE CREDIT: 04
Course Objectives:

1 To present the mathematical, statistical and computational challenges of building neural
networks

1 To study the concepts of deep learning
1 To enable the studerts know deep learning techniques to supporttiea¢ applications.
Sr. No Modules/Units No of
Lectures
Applied Math and Machine Learning Basics: Linear Algebra:
Scalars, Vectors, Matrices and Tensors, Multiplying Matrices
Vectors , Identity andhverse Matrices, Linear Dependence and S
1. ,norms, special matrices and vectors, eigen decompositions. 12
Numerical Computation: Overflow and under flow, pogd
conditioning, Gradient Based Optimization, Constraint optimizati
Deep Networks:Deepfeedforward network, regularization for de
2. learning, Optimization for Training deep models 12
Convolutional Networks, Sequence Modelling, Applications
3.
12
Deep Learning Research Linear Factor Models, Autoencode
4 representation learning
12
5. Approximate Inference, Deep Generative Models 12
REFERENCE BOOKS:
Sr. No. [Title Author/s Publisher | Edition | Year
1. |Deeplearning lan Goodfellow, An MIT 1st 2016
YoshuaBengio, Press
AaronCourvile book
2. |Fundamentalsf Deep Nikhil Buduma O6 Rei|1st 2017
Learning
3. |DeepLearning:Methods | Deng& Yu Now 1st 2013
andApplications Publishers
4. |Deep LearningookBook | DouweOsinga OO0 Rei|1st 2017
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1

Applied Math andMachine Learning
Basics

Numerical Computation

No Change

NIL

Unit 2

Deep Networks

No Change

NIL

Unit 3

Convolutional Networks, Sequence
Modelling, Applications

No Change

NIL

Unit 4

Deep Learning Research

No Change

NIL

Unit 5

Approximate Inference, Deep
Generative Models

No Change

NIL
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Deep LearningPractical
COURSE CODE: MITS4P3a COURSE CREDIT: 02

List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list of practical will be
circulated later in the official workshop.
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Remote Sensing

COURSE CODE: MITS403b COURSE CREDIT: 04

Course Objectives:

1 Attain a foundational knowledge and comprehension of the physical, computational, and
perceptual basis for remote sensing.

1 Gainfamiliarity with a variety of physical, biological, and human geographic
applications of remote sensing.

1 Gain basic experience in the harasapplication of remote sensing data through visual
interpretation and digital image processing exercises.

1 Analyzeand synthesize understanding by identifying and developing a research and
application proposal using remote sensing

Sr. Modules/Units No of

No Lectures

RemoteSensingBasicPrinciples

Introduction, Electromagnetic Radiation and Its Properties
Terminology, Nature of Electromagnetic Radiation, The
Electromagnetic Spectrum, Sources Bfectromagnetic Radiatior
Interactions with the Eartifdmosphere, Interaction with EarBurface
Materials,SpectraReflectanceof EarthSurfaceMaterials
RemoteSensingPlatforms andensors

Introduction, Characteristicof Imaging RemoteSensinginstruments
Spatial Resolution, Spectral Resolution, Radiometric Resolution,
Optical, Near infrared and Thermal Imaging Sensors,Along-Track
ScanningRadiometer(ATSR), Advanced Very High
ResolutionRadiometefAVHRR) andNPOESSVIIRS, MODIS, Ocea
Observinginstruments RS LISS, Landsatinstruments SPOT Sensory
Advanced SpaceborneThermal Emission and Reflection Radiomete
(ASTER), High-Resolution Commercialand Small Satellite Systemg
Microwave Imaging Sensors, European Space Agency Synthet
ApertureSpaceborn®adarsRadarsatTerraSARX and
COSMO/SkymedALOS PALSAR

12

Hardwareand SoftwareAspectsof Digital ImageProcessing
Introduction, Propertiesof Digital RemoteSensingData, Digital Datg
Data Formats, System Processimgymerical Analysis and Softwaré
Accuracy,SomeRemarkson Statistics,
Preprocessingf RemotelySensedata
Introduction, Cosmetic Operations, Missing Scan LinBgstriping
Methods, Geometric Correction and Registration, Orbital Geome
Model, TransformatiorBasedon Ground Control Points, Resamplin
Procedures)mage Registration,Other GeometricCorrection Methodg12
AtmosphericCorrection,Background, Imag&asedMethods, Radiatiy
TransferModels, EmpiricaLine Method,lllumination and View
Angle Effects,SensoiCalibration,TerrainEffects
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ImageEnhancementechniques

Introduction,HumanVisual System Contrasttnhancement,inear
ContrastStretch HistogramEqualization Gaussiarstretch,
PseudocolouEnhancemenDensitySlicing, Pseudocoloufransform,
ImageTransforms

Introduction,Arithmetic Operations|mageAddition, Image Subtractio
ImageMultiplication, ImageDivision andVegetationindices,
Empirically BasedimageTransformsPerpendiculavegetationindex,
Tasselled Cap (Kautfhomas)TransformationPrincipalComponents
3. Analysis,StandardPrincipal Components Analysis, NoiseAdjusted
PCA, DecorrelatiornStretch,Hue Saturationlntensity(HSI) Transform,
The DiscreteFourierTransform,Two- DimensionalFourierTransform,
Applicationsof the FourierTransform,The DiscreteWaveletTransform|q o
The OneDimensionaDiscreteWaveletTransform,The Two-
DimensionaDiscree WaveletTransform,ChangeDetection,
Introduction,NDVI Differencelmage, PCA, Canonical Correlation
Change AnalysidmageFusion,HSI Algorithm, PCA, GramSchmidt
OrthogonalizationyWaveletBasedViethods Evaluation

I SubjectiveMethods Evaluationi ObjectiveMethods

Filtering TechniquesSpatial Domain LowPass (Smoothing) Filters, (12
Moving Average Filter, Median Filter, Adaptive Filters, Spatial Doma
High-Pass (Sharpening) Filters, Image Subtraction Method, Derivati
Based Methods, Spatial Domain Edge Detectors, Frequency Domai
FiltersClassification : Geometrical Basis of Classification,
Unsupervised Classification, TkeMeans Algorithm, ISODATA, A
Modified k-Means Algorithm, Supervised Classification, Training
Samples, Statistical Classifiers, Neural Classifiers, Subpixel Classifi
4. Techniques, The Linear Mixture Model, Spectral Angle Mapping, IC
Fuzzy Classifiers, More Advanced Approaches to Image Classificat
Support Vector Machines , Decision Trees , Other Methods of
Classification, Incorporation of Nespectral Features gkture, Use of
External Data, Contextual Information, Feature Selection, Classifica
Accuracy Advanced Topics Introduction, SAR Interferometry, Basic
Principles, Interferometric Processing, Problems in SAR Interferome
Applications of SAR Interferomey, Imaging Spectroscopy, Processin
Imaging Spectroscopy Data, Lidar, Lidar Details, Lidar Applications

Environmental Geographical Information Systems A Remots
SensingPerspectiveDefinitions, The SynergybetweenRemoteSensin
and GIS, Data Models, Data Structures and File Formats, Spatial
Models, Data Structures, File Formats, Raster to Vemtor Vector t
Raster Conversion, Geodata ProcessBigfering, Overlay, Locationa
Analysis, Slope and Aspect, Proximity Analysis, Contiguty anc
Connectivity,SpatialAnalysis,PointPatternsandInterpolation.
Relating Field and RemotelySensed Measurements Statistica
o. Analysis, Exploratory Data Analysis and Data Mining, Environment|
Modelling, Visualization, Multicriteria Decision Analyss of
Groundwater Recharge Zones, Data Characteristics, Multicriteria
Decision Analysis, Evaluation, Assessing Flash Fldddzards by
Classifying Wadi Depositsin Arid Environments, Water Resources o
Arid Lands, CaseStudy from the Sinai Peninsula, Egy@ptical an
Microwave DataFusion,Classificationof Wadi Deposits,Correlationof
ClassificationResultswith Geology and Terrain Data, Remote Sen
and GIS inArchaeologicalStudies, Introduction, Homul (Guatemalg
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CaseStudy,Aksum (Ethiopia)CaseStudy

REFERENCE BOOKS:

Booksand References:
Sr.No. | Title Author/s Publisher [Edition | Year
1. | Computer Processing of | PaulM. Mather, Wiley-  [4" 2011
RemotelySensedmages: | MagalyKoch Blackwell
An Introduction
2. | Remote Sensing for GaryL. Prost CRC 3 2014
Geoscientistimage Press
Analysisand Integration
3. | RemoteSensingModels | Robert A. Elsevier [3 2007
andMethodsfor Image Schowengerdt
Processing
4. Introductory Digital JohnR. Jensen Pearson 2015
ImageProcessingA
Remote Sensing
Perspective
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1

RemoteSensingBasicPrinciples
RemoteSensingPlatforms andensors

No Change

NIL

Unit 2

Hardware and Software Aspects of
Digital ImageProcessing
Preprocessing of RemotelySenseq
Data

No Change

NIL

Unit 3

ImageEnhancementechniques
ImageTransforms

No Change

NIL

Unit 4

Filtering Techniques
Classification
AdvancedTopics

No Change

NIL

Unit 5

Environmental Geographici
Information Systems

Relating Field and Remotelyensec
Measurements

No Change

NIL
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Remote SensingPractical
COURSE CODE: MITS4P3b COURSE CREDIT: 02

List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list of practical will be
circulated later in thefficial workshop.
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Sewer Virtualization on VMWare Platform
COURSE CODE: MITS403c COURSE CREDIT: 04
Course Objectives:

1 Identifytheneed forServerVirtualization
1 Describethecomponentandfeatures ovSpheres.7 andESXi
1

DescribehowV Mw a r peoQustshelpsolvebusinessandtechnicalchallenges witlregard
to Server Virtualization

Sr. Modules/Units No of

No Lectures
Introducing VMware vSphere 6.7: Exploring VMware vSpherg
6.7, Examining the Products in theSphereSuite, Examining the
Featuresin VMware vSphere,Licensing VMware vSphere, Why
ChoosevSphere?

Planning and Instaling VMware ESXi: VMware ESXi
Architecture, Understandingthe ESXi Hypervisor, Examining the
ESXi Components,Planning a VMware vSphere Deployme
Choosing aServer Platform, Determining a Storage Architect
Integrating with the Network Infrastructure, DeployingMware
1. ESXi, Instaling VMware ESXi Interactively, Performing an| 12
Unatendedinstallationof VMware ESXi, Deploying VMware ESXi
with  vSphere Auto Deploy, Performing Postinstallation
Configuration,Reconfiguringthe ManagementNetwork, Using the
vSphereHost Client, Configuring Time SynchronizationConfiguring
NameResolution,

Instaling and Configuring  vCenter  Server: Introducing
vCenter Server, Centralizing User Authentication Using vCenter
Single Sign-On, Understanding the Platform Services Control
Using the vSphere Web Client for Administration, oRiding an
Extensible Framework, Choosing the Version of vCenter Server,
Planning and Designing a vCenter Server Deployment, Sizing
Hardware for vCenter Server, Planning for vCenter Server
Avalilability, Running vCenter Server and Its Components as \
Installing vCenter Server and Its Componentsjnstalling vCentet
Server in an Enhanced Linked Moderoup, Exploring vCente
Server,The vSphereWeb Client Home Screen, Using the Navigat
Creating andManaging a vCenter Server Inventory, Understan
Inventory Views and Objects, Creating and Adding Inventory
Objects, Exploring vCenter S e r v eMar@agement Features
UnderstandingBasic Host Management,Examining Basic Host
Configuration,Using Scheduled Taskglsing the Events and Ever
Consolesin vCenterServer,Working with Host Profiles, Tags and
Custom Attributes, Managing vCenter Server Settings, General
vCenter Server Settings,Licensing, Messageof the Day, Advanced
Settings, Auto Deploy, vCenter HA, Key Managemeservers
Storage Providers, vSphee Web Client Administration, Roles,
Licensing, vCenter Solutions Manager, System Configuration,
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VMware ApplianceManagemenAdministration,SummaryMonitor,
Access Networking, Time, ServicesUpdate,
Administration,Syslog,Backup.

vSpherdJpdateManagerandthe vCenterSupportTools:
vSphereUpdateManager vSphereUpdate Managerand the vCente
Server Appliance, Installing the UpdéanagerDownload Service,
The vSphereUpdateManager Plugn Contents, Reconfiguring th
VUM or UMDS, Installation with the Update Manager Utili
Upgrading VUM from a Previous Version, Configuring vSphere
UpdateManager CreatingBaselinesRoutine Updates, Attaching af
DetachingBaselinesor BaselineGroups,Performinga Scan,Staging
Patches, Remediating Hosts, Upgrading VMware
Tools, Upgrading Host Extensions,UpgradingHostswith vSphere
Update Manager,Importing an ESXi Image and Creatingthe Host
Upgrade Baseline, Upgrading a Ho&lpgrading VM Hardware,
Performingan Orchestrated)pgradelnvestigatingAlternative Update
Options, Using vSphere Update Manager PowerCLI,  Upgrading
and

Patchingwithout vSphereUpdate Manager, vSphereAuto Deploy,
Deploying Hosts with Auto DeplowCenterSupport Tools, ESXi
Dump Collector, Other vCenter  Support  Tools.
Creating and Configuring a vSphere Network: Putting Together «
vSphere Network, Working with vSphere Standard Switches,
ComparingVirtual Switchesand Physical Switches,Understanding
Ports and Port Groups, Understanding Uplinks, Configuring tk
ManagemeniNetwork, Configuring VMkernel Networking, Enablir
Enhanced Multicast Functions, Configuring TCP/IP Stacks,
Configuring Virtual Machine Networking, Configuring VLANS,
Configuring NIC Teaming, Usingnd Configuring Traffic Shaping,
Bringing It All Together, Working with vSphere Distribut
Switches Creating a vSphere Distributed Switch, Removinde&Xi
Host from a Distributed Switch, Removing a Distributed Switch,
Managing Distributed Switches, Working with Distributed Port
Groups, ManagingvMkernel Adapters,Using NetFlow on vSphere
DistributedSwitches EnablingSwitch DiscoveryProtocols Enabling
Enhanced Multicast Functions, Setting Up Private VLANS,
Configuring LACP, Configuring Virtual Switch Security,
Understandingand Using Promiscuous Mode, Allowing MA

Address Changes and Forged Transmits

12
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Creating and Configuring Storage Devices: Reviewing the
Importance of Storage Design, Examining Shared Storag
Fundamentals, Comparindg.ocal Storage with Shared Storag
Defining CommonStorageArray Architectures,Explaining RAID,
Understanding vSAN, Understanding Midrange and External
Enterprise Storage Array Design, ChoosingStorage Protocol,
Making Basic Storage Choices, Implementing vSphere Storage
Fundamentals, Reviewing Core vSphere Storage Concepts
Understanding Virtual Volumes, SCs vs LUNs, Stor&gécies,
Virtual Volumes, Working with VMFS Datastores Working with
Raw Device MappingsWorking with NFS Datastore§Vorking with
VSAN, Working with Virtual Machiné Level Storage Configuration,
LeveragingSAN andNAS BestPractices

Ensuring High  Availability and Business Continuity:
Understandingthe Layers of High Availability, Clustering VMs,
Introducing Network Load Balancing Clustering, Introducing
Windows Server Failover Clustering, Implementing vSphere H
Avalilability, Understanding vSphere High Availabilit€lusters.
UnderstandingvSphereHigh Avai | abi |l i tyés

3. Core ComponentsEnablingvSphereHA, ConfiguringvSphereHigh
Avalilability, ConfiguringvSphereHA Groups,Rules,Overrides,and
Orchestrated VM Restart, Managing vSphere High Availability,
IntroducingvSphereSMP Fault Tolerance UsingvSphereSMP Fault
Tolerancewith vSphereHigh Availability, Examinirg vSphere Fau
Tolerance, Use&Cases,Planningfor BusinessContinuity, Providing
Data Protection, Recovering from Disasters, Using vSphere
Replication. Securing VMware vSphere: Overview of vSpheré
Security, Securing ESXi Host8yorking with ESXi Authentication,
Controlling Access to ESXi Hosts, Keeping ESXi Hosts Patc
Managing ESXi Host Permissions, Configuring ES¥st Logging,
Securingthe ESXi Boot Process,Reviewing Other ESXi Security
Recommendations Securing vCenter Server, Managing vSphere
Certificates, Working with Certificate Stores, GettiSgarted with
Certificate ManagemenfuthenticatingUsers with Single Sig®n,
Understanding the vpxuseAccount, Managing vCenter Server
PermissiongZonfiguringvCenterServerApplianceLogging Securing
Virtual Machines Configuringa KeyManagemenServerfor VM and
VSAN Encryption,Virtual Trusted Platform Module, Configuring
Network SecurityPolicies, Keepingy Ms Patched.
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Creating and Managing Virtual Machines: UnderstandingVirtual
Machines,Examining Virtual Machines from the Inside, Examinir
Virtual Machinesfrom the Outside, Creating a Virtual Machine,
Choosing Values for Your New Virtual Machine, Sizing Virtual
Machines,Naming Virtual Machines,Sizing Virtual Machine Hal
Disks, Virtual Machine Graphics, Installing a Guest Operating
System, Working with Installation Media, Using the Installati
Media, Working in the Virtual Machine Console,Installing VMware
Tools, Installing VMware Tools inWindows, Installing VMware
Toolsin Linux, ManagingVirtual Machines,Adding or Registering
Existing VMs, Changing VM Power States, Remowrigs, Deleting
VMs, Modifying Virtual Machines, Changing Virtual Machine
Hardware Using Virtual MachineSnapshots.

Using Templates and vApps: Cloning VMs, Creating a
CustomizationSpecification,Cloning a Virtual Machine,Introducing
vSpherelnstant Cloning, Creating Templates and Deploying Virtu
Machines,Cloning a Virtual Machine to a Template, Deploying
Virtual Machinefrom a Template Using OVF Templates,Deploying
a VM from an OVF Template,

Exportinga VM as an OVF Template,Examining OVF Templates
Using ContentLibraries, ContentLibrary Data and Storage,Content
Library SynchronizationCreating and Publishing a Content Libra
Subscribingto a Content Library, Operating Content Libraries,
Working with vApps, Creating a vApp, Editing a vAfifhanginga
v A p pPdwerState,CloningavApp, Importing Machinesfrom Other
Environments,Managing Resource Allocation: Reviewing Virtual
Machine, Resource Allocation, Working with Virtudllachine
Memory, UnderstandingESXi AdvancedMemory Technologies
Controlling Memory Allocation, Managing Virtual Machine CPU
Utilization, Default CPU Allocation, Setting CPU Affinity, Using
CPU Reservatiosy Using CPU Limits, Using CPU Shareg
Summarizing How Reservationd,imits, and Shares Work wit
CPUs, Using Resource Pools, Configuring Resource Pools,
UnderstandingResource Allocation with Resource Pools, Regula
Network /O Utilization, Controlling Storagd/O Utilization, Enabling
Storage /0O Control, ConfiguringtorageResourceSettingsfor a
Virtual Machine,Using

FlashStorage.

12
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Balancing Resource Utilization: Comparing Utilization with
Allocation, Exploring vMotion, Examining vMotion Requirements
Performing a vMotion Migration Within a Cluster, Ensuring
vMotion Compatibility, Using PerVirtual-Machine CPU Masking,
Using Enhanced vMotion Compatibility, Using Storage vMotion,
CombiningvMotion with StoragevMotion, CrossvCentervMotion,
Examining CrossvCenter vMotion Requirements,Performing a
CrossvCenter Motion, Exploring vSphere Distributed Resource
Scheduler,UnderstandingManual Automation Behavior, Reviewing
Partially AutomatedBehavior,Examining-ully Automated Behavior
Working with DistributedResource Scheduler Rules, Working w
Storage DRSCreating and Working with Datastore Clusters ,
ConfiguringStorageDRS.

Monitoring VMware vSphere Performance: Overview of
PerformanceéMonitoring, Using AlarmsUnderstandinghlarm Scopes
Creating Alarms, Managing Alarms, Working with Performan
Charts, Overview Layout, AdvancedLayout, Working with esxtop,
Monitoring CPU Usage,Monitoring Memory Usage, Monitoring
Network Usage Monitoring DiskUsage.

Automating VMware vSphere:Why UseAutomation?  vSphere
AutomationAutomatingwith PowerCLI, PowerShelland PowerCLI,
Wh a tNévsin PowerCLlI, Installing and Configuring PowerCLIon
Windows, Installing and ConfiguringPowerCLIon macOS |nstalling
and Configuring PowerCLI on Linux, Additional PowerCLI
Capabilities Getting Started with PowerCLI, Building PowerCLI
Scripts,PowerCLI AdvancedCapabilities,Additional

Resources.

12

REFERENCE BOOKS:

Booksand References:

SrNo

Title Author/s Publisher |[Edition

Year

1.

MasteringyMware Nick Marshall,Mike | Sybex, |-
vSpheres7 Brown, G Blair Wiley
Fritz, RyanJohnson

2019

Mastering VMware Martin Gavanda, Packt --
vSpheres7 Andrea Mauro,
PaoloValsecchi,
KarelNovak

2019

121| Page




Note:

Particulars (University syllabus) Proposed Syllabus Remarks

Unit 1

Introducing VMware vSphere 6.7 No Change NIL

Planning and Installing VMware ESXi

Installing and Configuring vCenter Server

Unit 2

vSphere Update Manager and the vCenter Support NIL

Tools No Change
CreatingandConfiguring a vSphere Network

Unit 3
CreatingandConfiguringStorageDevices NIL
EnsuringHigh Availability and Busines€ontinuity No Change
SecuringMware vSphere

Unit 4
CreatingandManagingVirtual Machines NIL
Using Templatesand vVApps No Change
ManagingResourcellocation
Unit 5
BalancingResourceJtilization NIL

No Change

Monitoring VMware vSpherePerformance

AutomatingVMware vSphere
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Server Virtualization on VMWare Platform Practical
COURSE CODE: MITS4P3c COURSE CREDIT: 02
List of Practical:

10 practicals covering the entire syllabus must be performed. The detailed list of practical will be
circulated later in the official workshop.
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Security Operations Centre
COURSE CODE: MITS403d COURSE CREDIT: 04
Course Objectives:

1 The SOC (Security Operations Centre) allows an organization to enforce and test its securit
policies, processes, procedures and activities through one ceumtifakml that monitors and
evaluates the effectiveness of the individual elements and the overall security system of the
organization.

1 This will also allow the learners to configure various use cases and detect various attacks acros

the network and reportiém in real time and also take appropriate actions.

This course will cover the design, deployment and operation of the SOC.

Once this course is completed, students will have the skills to perform your SOC responsibilities

effectively.

E |

Sr. Modules/Units No of
No Lecture
S

Introduction to Security Operations ManagementFoundationTopics
Introductionto Identity and Acces®lanagement Phase®f the Identity
andAccessifecycle Registration and IdentityalidationPrivileges
Provisioning Access ReviewAccessRevocationPassword
ManagemenfasswordCreation password Storage and Transmissiol
PasswordResetPasswordynchronizatioBirectoryManagement Singlé
SignOn Kerberod-ederatecdsSOSecurityAssertionMarkupLanguage
OAuth OpenIDConnectSecurity Events and Logs Managemkogs
Collection,Analysis,andDisposal

1. Syslog Security Information and Event Manager Asddtsmagemen| 12
Assetsinventory Assets OwnershipAssetsAcceptableUse and Return
Policies AssetsClassification Assets Labeling ssts and Informatio
Handling Media Management Introductiono Enterprise Mobility
ManagemenmMobile Device Management Configuratioand Change
Management Configuration Management Change Managemen
Vulnerability Management

Vulnerability IdentificationFinding Information abouta Vulnerability
Vulnerability Scan Penetration Assessment Product Vulnerabili
ManagementVulnerability Analysis and Prioritization Vulnerability
RemediationPatch ManagemerReferenceand Additional Readings
Fundamentals of Cryptography and Public Key Infrastructure
(PKI)

Cryptography Ciphers and Keys Ciphers Keys Block

and Stream Ciphers Symmetric and Asymmetric

Algorithms

Symmetric Algorithms Asymmetric Algorithms HasliwsshedMessage
AuthenticationCodeDigital Signatures Digital Signatures in Action K
ManagementextGeneratiorEncryption Protocols IPsec and SSL IP
SSL Fundamentals of PKI Pubknd Private Key Pairs RSA Algorithn
the Keys, andDigital Certificates CertificateAuthorities Root and
Identity CertificatesRoot Certificate Identity Certificate X.500 al
X.509v3Certificates Authenticatingind Enrolling with the CA Public
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Key Cryptography Standar@&mpleCertificateEnrollment Protocol
RevokingDigital CertificatesUsing Digital Certificate$?KI Topologies
Single Root CA Hierarchical A with SubordinateCAs Crosscertifying
CAs ExamPreparatioriTasks ReviewAll Key Topics CompleteTables
and Listsfrom Memory

Introduction to Virtual Private Networks (VPNs) What Are VPNS?
Siteto-site vs. RemoteAccess VPNsAn Overview of IPsec IKEv]
Phase 1 IKEvl Phase KEv2 SSL VPNs SSL VPN Design
Considerations User Connectivity VPN Device Feature Set
InfrastructurePlanningimplementatiorScope

Windows-BasedAnalysis
ProcessaindThreads Memongallocation
Windows Registration Windows Managementinstrumentation
HandlesServices Window&ventLogs ExamPreparatiomasks
Linux- and Mac OS X Based AnalysisProcesses Forks Permissig
SymlinksDaemondJNIX-Based Syslog Apach&ccessLogs

Endpoint Security Technologies

Antimalware and Antivirus Software HostBased Firewalls and Ho
Based Intrusion Prevention Applicatibevel Whitelisting an
Blacklisting SysterBased Sandboxing

12

Threat Analysis

What Is the CIATriad: Confidentiality, Integrity, anévailability?
Confidentialitylntegrity Availability

Threat Modeling Defining and Analyzing the Attack Vector
Understanding the Attack Complexity PrivilegaesiUserInteraction
TheAttack ScopeExamPreparatiormasks

Forensics

Introductionto Cybersecurityrorensics

The Role of Attribution in a CybersecuritylnvestigationThe Use of
Digital Evidence

Defining Digital ForensicEvidence

UnderstandingBest, Corroborating, and Indirect or Circumstantial
Evidence

Collecting Evidencefrom Endpointsand ServersCollecting Evidence
from Mobile Devices Collectindgevidence from Networkinfrastructure
Devices Chairof Custody
Fundamental®f Microsoft Windows ForensicsProcesseslhreads, anc
Services

MemoryManagement WindowRedgstry

The Windows File System Master Boot Record (MBRE MasterFile
Table(MFT)

DataAreaandFreeSpaceFAT

NTFS MFT Timestamps, MACE, and Alternate DaBdreams EF
Fundamentals of Linux Forensics LinBxocessegxt4

JournalingLinux MBR andSwapFile System ExanfPreparatiormasks
Fundamentalsof Intrusion Analysis

Common Artifact Elements and Sources of Security Events Falseg
Positives, False Negatives, True PositiaedTrue Negatives
UnderstandindgregularExpressions

Protocols, Protocol Headers, and Intrusion Analysis Using Packe

Captures for Intrusion Analysis Mappir@ecurityEvent Types td&Gourcs
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Technologies

Introduction to Incident Response and the IncidenHandling
Process

Introduction to Incident Response

What Are Events anbhcidents? The Incident RespoRé@nThe
Incident Response Process HreparatiorPhasel he Detectionand
AnalysisPhaseContainmentEradicationandRecoveryPostincident
Activity (Postmortem)nformation SharingandCoordinationincident
Respons&eamStructureThe Vocabularyfor EventRecordingand
IncidentSharing(VERIS)

Incident Responseleams

ComputerSecuritylncidentResponsd eams(CSIRTsProductSecurity
IncidentRespons@eamsPSIRTsBecurity Vulnerabilities and
Their Severityulnerability ChainingRole in Fixing Prioritization
Fixing TheoreticalVulnerabilities Internally Versugxternally Found
Vulnerabilities NationaCSIRTsandComputeEmergencjresponse
Teamg(CERTs)CoordinationCentersincident Responsdrovidersand
Managed Security Service Providers (MSSPs)

Compliance Frameworks

PaymentCardIndustry DataSecurity StandardPCIDSS)PCIDSS
Data

HealthinsurancePortabilityand AccountabilityAct (HIPAA) HIPAA
SecurityRuleHIPAA Safeguardg\dministrativeSafeguard®hysical
Safeguard3echnicalSafeguardSarbane©xley (SOX) SectiorB02
Section 404 Section 409 SOX Auditing Inter@aintrols

Network and Host Profiling

Network Profiling Throughput Measuring ThroughfigedPorts
Session Duration CriticalssetAddressSpaceHostProfiling Listening
PortsLoggedin Users/Servicéccount®lRunningProcessefpplications

12
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The Art of Data and Event Analysis

Normalizing Datalnterpreting Common Dat&aluesinto a Universa
Format Using the5-Tuple Correlationto Respond to Security
Incidents RetrospectiveAnalysis and Identifying Malicious Files
Identifying a MaliciousFile Mapping ThreatIntelligencewith DNSand
Other Artifacts Deterministi’ersusProbabilisticAnalysis

Intrusion Event Categories

Diamond Model of Intrusion CyberKill Chain Model Reconnaissan
WeaponizatiorDelivery Exploitation InstallationCommand and
Control ActionandObjectives

Typesof Attacks and Vulnerabilities

Typesof AttacksReconnaissancittacks

Social Engineering Privilege Escalation Attacks Backdoors Code
Execution Marin-the Middle Attacks Deniabf-Service AttackDirect

5. DDoSBotnetsParticipatingn DDoS AttacksReflectedDDoS Attacks 12
Attack Methodsfor Data Exfiltration ARP CachePoisoningSpoofing
Attacks RouteManipulationAttacks Password Attacks Wirelegsgtacks
Typesof Vulnerabilities
Security Evasion Techniques
Key Encryption and Tunneling Conceg®esourceExhaustionTraffic
Fragmentation Protocdlevel Misinterpretation  Traffic
Timing,Substitutionandinsertion Pivoting

REFERENCE BOOKS:
Booksand References:
Sr.No. Title Author/s Publisher| Edition | Year
1. | CCNACyberOps OmarSantosJoseph| CISCO [ 2017
SECOPS Muniz
210-2550fficial Cert
Guide
2. | CCNA Cyber Ops OmarSantosJoseph| CISCO 1™ 2017
SECFND210-250 Muniz
Official CertGuide
3. | CCNA Cyber security cisco [1* 2018
Operation€ompanion
Guide
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Note:

Particulars (University syllabus)

Proposed
Syllabus

Remarks

Unit 1

Introduction toSecurity Operations Management
Fundamental®f Cryptographyand Public Key
InfrastructurgPKI)

Introductionto Virtual PrivateNetworks(VPNSs)

No Change

NIL

Unit 2

WindowsBasedAnalysis
Linux- and Mac OS XBased Analysis
EndpointSecurityTechnologies

No Change

NIL

Unit 3

ThreatAnalysis
Forensics
Fundamentalsf IntrusionAnalysis

No Change

NIL

Unit 4

Introduction to Incident Response and theident
HandlingProcess

Introductionto IncidentResponse
IncidentResponsd&eams

Compliance Frameworks

NetworkandHostProfiling

No Change

NIL

Unit 5

The Art of Data and Event Analysis
Intrusion Event Categories

Types of Attacks anffulnerabilities
Security Evasion Techniques

No Change

NIL
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Security Operations Centre Practical
COURSE CODE: MITS4P3d COURSE CREDIT: 02
List of Practical:

10 practicals covering the entsgllabus must be performed. The detailed list of practical will be
circulated later in the official workshop.
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Elective 3



Human Computer Interaction
COURSE CODE: MITS404a COURSE CREDIT: 04
Course Objectives:

1 Understand the important aspects of implementation of hwoputer interfaces.

1 Identify the various tools and techniques for interface analysis, design, and evaluation.

1 Identify the impact of usable interfaces in the acceptance and performance utilization
of information systems

Sr. No Modules/Units No of
Lectures

The Interaction: Models of interaction, Design Focus, Framewd
and HCI, Ergonomics, Interaction styles, Elemeotsthe WIMP
interface, Interactivity

Paradigms: Introduction, Paradigms for interaction

Interaction design basics:What is design?, The process of des
1. User focus, Cultural probes, Navigation design, the big button
Modes, Screen design and layoMignment and layout matters, 12

Checking screen colors, Iteration and prototyping

HCI in the software process The software life cycle, Usabilit
engineering , lterative design and prototyping, Prototyping
practice, Design rationale

Design Principles to support usability, Standards, Guidel
Golden rules and heuristics, HCI patterns

Implementation support: Elements of windowing system
Programming the application, Going with the grain, Using tool

User interface management systems 12
Evaluation techniques: What is evaluation?, Goals of evaluatig
Evaluation through expert analysis, Evaluation through
participation, Choosing an evaluation method
Universal design: Universal design principles, Multimod
interaction, Desigimg websites for screen readers, Choosing the
kind of speech, Designing for diversity

3 User support: Requirements of user support, Approaches to

support, Adaptive help systems, Designing user support systemg

12
Cognitive models:Goal and task hierahies, Linguistic models, Th

challenge of displaypased systems, Physical and device mo(
Cognitive architectures
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Socicorganizational issues and stakeholder
requirements: Organizational issues, Capturing requirements

Communication and collaboration models: Faceto face
communication, Conversation, Texased communication, Grou

4. working
Task analysis: Differences between task analysis and o 12
techniques, Task decomposition, Knowledgebased analysis, iE
relationshp-based techniques, Sources of information and
collection, Uses of task analysis
Dialog notations and design: What is dialog?, Dialog desig
notations, Diagrammatic notations, Textual dialog notations, D
semantics, Dialog analysis addsign
5. Models of the system:Standard formalisms, Interaction modsd 12
Continuous behavior
Modeling rich interaction: Statu$event analysis, Rich contex|
Low intention and sensdrased interaction
REFERENCE BOOKS:
Booksand References:
Sr.No. | Title Author/s Publisher [Edition | Year
1. | Human Computer Alan Dix, Janet Pearson [3
Interaction Finlay, Gregory Education
Abowd,Russell
Beale
2. | DesigningtheUser Shneiderman B., Pearson [5th 2013
Interface PlaisantC., Cohen
M., Jacobs S.
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Note:

Particulars (University syllabus) Proposed Syllabus Remarks
Unit 1
NIL
The Interaction No Change
Paradigms
Interaction design basics
HCI in the software process
Unit 2
NIL
Design No Change
Implementation support
Evaluation techniques
Unit 3
Universal design NIL
User support No Change
Cognitive models
Unit 4
Socicorganizational issues and NIL
stakeholder requirements No Change
Communication and collaboration
models
Task analysis
Unit 5
Dialog notations and design NIL
Models of the system No Change
Modeling rich interaction
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Advanced Applications of Image Processing

COURSE CODE: MITS404b

Course Objectives:

COURSE CREDIT: 04

1 Tounderstandhe applicationsonimageprocessingn differentdisciplines.
1 Toapplythe conceptso newareasof researchin Imageprocessing.

Sr.
No

Modules/Units

No of
Lectures

1.

Fuzzy Approaches and Analysis in Image Processihgxt
information extraction from images, Image and Video
steganographyasedon DCT and wavelet transform.

12

ZernikeMomentsBased  Shape  Descriptors for  Patt
Recognition and Classificatiohpplications, An Imag®e-Noising
Method Basedon Intensity HistogramEqualizationTechniquefor
ImageEnhancementA New ImageEncryptionMethod Basedon
Improved CipheBlock Chainingwith OptimizationTechnique

12

A Technique to Approximate DigitdPlanar Curve witfPolygon,
Shape Determination of Aspired Foreign Body on Pediatric
Radiographylmages Using Rule- Based Approach, Evaluation
Image Detection an®escription Algorithms for Application in
Monocular SLAM, DiophantineEquationsfor EnhancedSecurity
in WatermarkingSchemdor ImageAuthentication

12

Design, Construction, and Programming of a MobRebot
Controlled by Atrtificial Vision, Review and Applications of
Multimodal Biometrics for Secured Systems, Backgroun
Subtractionand Object Trackingia Key FrameBased Rotationa
Symmetry Dynamic Texture, A Novel Approach of Human
Tracking Mechanisnm WirelessCamera\etworks

12

Digital Image Steganography: Survey, Analysis, and
Application,Vegetation  Index: Ideas, Methods, Influences,

andTrends, ExperBystemthroughGIS- BasedCloud

12

REFERENCE BOOKS:

Booksand References:

Sr.No.

Title Author/s Publisher [Edition

Year

1.

Advancedimage N. Suresh Kumar, | IGI --
Processing echniques Arun Kumar global
andApplications SangaiahM. Arun,
S.Anand

2017
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1

Fuzzy Approaches and Analysis in Image Processi
Text information extractionfrom images,Image and
Video steganographyasedon DCT and wavelet
transform

No Change

NIL

Unit 2

ZernikeMomentsBased Shape Descriptors for Patte
Recognition and Classification Applications

An Image De-Noising Method Based on Intensity
Histogram Equalization Technique for Image
Enhancement

A New ImageEncryptionMethodBasedon Improved
CipherBlock Chainingwith OptimizationTechnique

No Change

NIL

Unit 3

A Technique to Approximate Digital Planar Curve w
Polygon

Shape Determinationof Aspired Foreign Body on
Pediatric Radiographylmages Using Rule-

Based Approach, Evaluation of Image Detection ang
Description Algorithms for Application in Monocular
SLAM, DiophantineEquationsfor EnhancedSecurity
in WatermarkingSchemeéor ImageAuthentication

No Change

NIL

Unit 4

Design, Construction, and Programming of a Mob
Robot Controlled by Atrtificial Vision, Review and
Applications of Multimodal Biometrics for Secured
Systems, Background Subtraction @blject Tracking
via Key FrameBased Rotational Symmetry Dynami
Texture,A Novel Approachof HumanTracking
Mechanism in Wireless Camera

No Change

NIL

Unit 5

Digital ImageSteganographySurvey,Analysis,and
Application, Vegetation Index: IdeasMethods,
Influences,and Trends, ExperiSystemthrough GIS-
BasedCloud

No Change

NIL
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Storage asa Service

COURSE CODE: MITS404c COURSE CREDIT: 04

Course Objectives:

1 Understandheneedfor Storage AredetworkandDataprotectionto satisfythe
informationexplosion requirements.
1 Studystorageechnologies: SANNAS, IP storageetc.,which will bridgethegap
betweerthe emergingrends in industrand academics.
1 Toget aninsightof Storageareanetworkarchitectureprotocolsandits infrastructure.
1 To study and discuss the applications of SAN to fulfill the needs of the storage
managemernin theheterogeneous environment.
1 Studyand understand the managemenbimirageNetworks
1 Tounderstand differentechnique®f managingstore.
Sr. Modules/Units No of
No Lectures
1. | Introductionto InformationStorage

Information StorageData Typesof Data Big Datdnformation
StorageEvolution of StorageArchitecturddataCenter
InfrastructureCore Elementsof a DataCenterKey Characteristics
of a DataCenterManaging Data CenteVirtualization and Cloug
ComputingDataCenterEnvironment

Application Database Management System (DBMS) Hos
(Compute)OperatingSystem, Memoryirtualization DeviceDriver
20

Volume Manager File System Compute Virtualizat
Connectivity Physical Components of Connectivity Interface
ProtocolsIDE/ATA and SeriaATA 28

SCSI and Serial SCSIFiber Channelinternet

Protocol(IP) Storage

Disk Drive ComponentRlatterSpindleRead/WriteHead Actuatot
Arm Assembly Drive Controller BoardPhysical Disk Structur
Zoned Bit RecordinglLogical Block Addressing Disk Drive
Performance Disk Service Time Seek Time Rotational Latency
Data Transfer Ratdisk 1/0O Controller Uilization Host Access to
Data Direct-Attached Storage DAS Benefiand Limitations
Storage Design Based on Applicatid®equirementsand Disk
Performancd®isk NativeCommandQueuing

Introductionto FlashDrives ComponentandArchitectureof Flash
Drives Featuresof EnterpriseFlash Drives Concept inPractice:
VMware ESXi

DataProtectionRAID

RAID ImplementationMethods Software RAID HardwareRAID
Array ComponentsRAID TechniquesStriping

Mirroring Parity RAID Levels RAID ORAID 1

NestedRAID RAID 3 RAID 4

RAID 5 RAID 6 RAID Impact on Disk Performana&pplication
IOPSandRAID ConfigurationsRAID ComparisorHot Spares

12
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Intelligent Storage SystemsComponent®f anIntelligent Storage
SystemFront End Cache Structuref Cache Read Operation wi
Cache Write Operation with Cache Implementation Cac
Management

CacheDataProtectionBack End PhysicalDisk Storage
Provisioning Traditional StorageProvisioning LUN Expansion:
MetaLUN Virtual Storage Provisioning &omparisorbetween
Virtual andTraditional

Storage Provisioning Use Cases for Thin andlraditional
LUNs LUN Masking

Typesof Intelligent StorageSystems High-End StorageSystems
MidrangeStorageSystems

Fiber Channel Storage Area Networks Fiber Channel:
Overview The SAN and Its Evolution Componentsof FC SAN
NodePortsCablesandConnectorLontents

Interconnect Devices SAN Management Software
ConnectivityPointto-Point

Fiber Channel Arbitrated Loop Fiber Channel Switdralokic FG
SW Transmission

Switched Fabric Ports Fiber Channel Architect&iberChannel
Protocol Stack, F& Layer FG2 Layer FG1 Layer FCO Layer
Fiber ChannelAddressingWorld Wide NamesFC Frame

110. StructureandOrganizatiorof FC DataFlow Control
BB_CreditEE_CreditClasse®f Service

Fabric Services Switched Fabrimgin Types ZoningTypes of
Zoning FC SAN Topologies Mesh TopologyoreEdge Fabric
Benefits and Limitations of Core Edge Fabric Virtualization in
SAN Block-level Storage VirtualizationVirtual SAN (VSAN)

IP SAN and FCoE iSCSI Components of iSCSI iSC$Host
ConnectivityiSCSITopologiesNativeiSCSIConnectivity
Bridged iSCSI Connectivity Combining FC and Nati@CSI
Connectivity iISCSI Protocol Stack iISCSI PDUSLCSI Discovery
iISCSI NamesSCSI SessioriSCSI CommandSequencing-CIP
FCIP Protocol Stack FCIP Topology FCIP Performance an
Security FCoEI/O ConsolidationUsing FCoE Componentof an
FCoENetwork

Converged Network Adapter Cable§CoE
SwitchesFCoEFrameStructure
FCoEFrameMapping FCoE EnablingTechnologiePriority-Based
Flow Control (PFC)Enhanced@ransmissiorSelection (ETS
CongestiorNotification (CN)

DataCenterBridging ExchangeProtocol(DCBX) 1

12

Network-Attached StorageGeneralPurposeServergersusNAS
Devices

Benefits of NAS File Systemsand Network FileSharing
Accessinga File System

Network File Sharing Components of NARS I/O

Operation NAS Implementatiohgnifi edNAS Unifi ed

NAS Connectivityl64Gateway NAS Gateway NAS
ConnectivityScaleOut NAS ScaleOut NAS

ConnectivityNAS File-SharingProtocolsNFS CIFS

FactorsAffecting NAS Performancd-ile-LevelVirtualization

12
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ObjectBasedandUnified Storage
ObjectBasedStorageDevicesObjectBasedStorageArchitecture
Components of OSD Object Storage &wetrievalin OSD
Benefitsof ObjectBasedStorage

Common Use Cases f@bjectBased Storage Conteriddressed
StorageCAS UseCases

HealthcaresSolution: StoringPatientStudies

Finance SolutionStoring Financial Records

Unified Storage Components of Unifi ed

Storage Data Acce$som Unified Storage

Introduction to BusinesSontinuity

InformationAvailability

Causes of Information Unavailability

Consequencesf DowntimeMeasuring

InformationAvailability

BC TerminologyBC PlanningLife CycleFailure
AnalysisSinglePointof Failure

Resolving Single Points of Failure Multipathing Software
BusinesdmpactAnalysisBC TechnologySolutions

I/O Operation without PowerPath 1/O Operation wiRbwerPath
AutomaticPathFailoverPathFailurewithout PowerPath
PathFailoverwith PowerPathActive-Active ArrayPath Failover
with PowerPath: ActivéPassive ArrayBackupand Archive
BackupPurposeDisasterRecoveryOperationaRecoveryArchival
Backup  Considerations Backup Granularity Recovery
ConsiderationsBackup Method$ Backup ArchitectureBackup
and Restore OperationBackup Topologies Backup in NAS
EnvironmentsServerBasedand ServerlesBackup NDMP-Based
Backup

Backup Target8ackup to Tape Physical Tape Libramnitations
of Tape2 Backupto Disk Backup to Virtual Tape Virtual Tape
Library Data Deduplicationfor Backup Data Deduplication
Methods DataDeduplication ImplementationSourceBased Data
Deduplication TargetBased Data Deduplication Backup in
Virtualized Environments Data Archive Archiving Solution
Architecture Use Case: E-mail Archiving Use Case: File
Archiving

Local ReplicationReplicationTerminologyUsesof Local Replicag
Replica Consistency Consistency dReplicatedrile System
Consistency of a Replicated Databdseral
ReplicationTechnologies

HostBasedLocal Replication

LVM -BasedReplication Advantagesof LVM -BasedReplication
Limitations of LVM-Based Replication FifgystemSnapshot
StorageArray-Based LocaReplication

Full-Volume Mirroring PointerBased, Full-Volume Replication
PointerBased Virtual Replication NetworkBased Local
Replicaton

Continuous Data Protection CDP Local Replication Operation
Tracking Changesto Source and Replica Restore and Restg
Considerations Creating Multipleeplicas

Local Replicatiorin a Virtualized Environment Remote

12
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ReplicationModesof RemoteReplicationRemotdreplication
Technologies HostBased Remote
Replication LVM -Based Remote Replication HostBased Log
Shipping StorageArray-Based Remot&eplicationSynchronous
ReplicationMode Asynchronous Replication
Mode Disk-BufferedReplicationMode
Network-BasedRemoteReplicatiolCDP Remote Replication
ThreeSite Replication  ThreeSite Replication o
Cascade/MultihopSynchronoust+ AsynchronousSynchronous+
Disk Buffered
ThreeSite Replication 8 Triangle/Multitarget Data Migration
Solutions Remote Replicatiomnd Migration in aVirtualized
Environment
Cloud ComputingCloud EnablingTechnologieharacteristics 0
Cloud Computing Benefits of Cloudomputing
Cloud Service Models Infrastructureasa-Service Platformasa-
ServiceSoftwareasa-ServiceCloud DeploymentModels
Public Cloud Private Cloud Community Cloud Hybr@loud
Cloud Computing Infrastructure Physical Infrastructure Virtual
Infrastructure Applications and Platform Software Cloud
ManagemenandServiceCreationTools Cloud Challenges
Challengs for Consumers Challenges for Providers Cloud
Adoption Considerations

Securing the Storage Infrastructurénformation
SecurityFrameworkRisk Triad

Assets Threats Vulnerability Storage Security Dom&esuring
the Application Access Domai@ontrolling User Accessto Data
Protectingthe Storagdnfrastructure341

Data Encryption Securing the Management Access Domain
Controlling Administrative Access Protectindpe Managemen
InfrastructureSecuringBackup,Replication, and Archive Securi
Implementations inStorage Networking FC SAN FC SAN
Security Architecture Basic SAN Security Mechanisms LUN
MaskingandZoning

Securing Switch Ports SwitélWide and FabridVide Access
Control

Logical Partitioningof a Fabric:Virtual SANNAS NAS

File Shamg: Windows ACLINAS File Sharing: UNIX
Permissions

NAS File Sharing: Authentication and Authorization Kerberos
NetworkLayer Firewalls IP SAN SecuringStoragelnfrastructure
in VirtualizedandCloud Environments Securit§oncerns
Security Measures Security at the Compute Level Security af
the Network Level Security at the Storagevel Concepts i
Practice: RSA and VMware SecuftsoductsRSA SecurdD RSA
Identity andAccessManagement

RSA Data Protection Manager VMware vShMEhaging

the Storage Infrastructure

Monitoring the Storagenfrastructure

Monitoring ParametersComponentsMonitored HostsStorage
Network Storage

Monitoring Examples Accessibility Monitoring Capacity

12
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Monitoring Performance Monitoring Securitjonitoring Alerts
StoragelinfrastructureManagement Activitiedvailability
Management Capacity Management
Performance Management Security ManagemerReporting
StoragelnfrastructureManagemenin aVirtualized
Environment Storage Managemeriixamples
StorageAllocationto aNew Server/Host
File System Space ManagementChargeback Report Storage
Infrastructure Management Challenges Developing an Ideg
Solution  384Storage = Managementlnitiative  Enterprise
Management Platform InformationLifecycle Managemen
StorageTiering Intra-Array

StorageTiering Inter-Array StorageTiering

REFERENCE BOOKS:

Booksand References:

Digital Informationin
ClassicVirtualized, and
Cloud Environments

Sr.No. | Title Author/s Publisher [Edition | Year
1. Information Storage and | EMC John 2" 2012
Management: Storing, Wiley &
ManagingandProtecting Sons
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Note:

Particulars (University syllabus) Proposed Syllabus| Remarks
Unit 1
Introductionto InformationStorage
Introductionto FlashDrives No Change NIL

Concept inPractice: VMwaré&SXi
DataProtectionRAID

Unit 2

Intelligent Storage Systems No Change NIL
Fiber Channel Storage Area Networks
IP SAN and FCoE

Unit 3

architecture of NAS and deployment along with NIL
Object based and unified storage technologies No Change
configure the storage devices to maintain highg
level of availability

Unit 4

Replication and Migration techniques NIL
Local ReplicationTechnologies
HostBasedLocal Replication No Change
LVM -BasedReplication
Network-BasedLocal Replication
CloudEnablingTechnologies

Unit 5

Logical Partitioningof a Fabric NIL
NAS File Sharing
Managingthe Storage Infrastructure No Change
Monitoring the Storagenfrastructure
StoragenfrastructurdManagement Activities
techniques for managing and securing storage
infrastructure.
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Information Security Auditing

COURSE CODE: MITS404d COURSE CREDIT: 04

Course Objectives:

)l
1
1

Understand/arious informatiorsecuritypoliciesin place.

Assess an organization based on the needs and suggest the requisite infeemattygn
policies to bedeployed.

Audit theorganization across relevant policies and assist the organization in
implementing such policies along with suggesting improvements

Sr.
No

Modules/Units No of
Lectures

1.

Secrets of a Successful Auditonderstandingthe Demandfor
IS Audits UnderstandingPolicies, Standards, Guidelines, an
Procedures Understanding Professional Etbicderstanding the
Purpose of an Audit Differentiatingetween Auditor and Auditee
Roles Implementing AudiStandardsAuditor Is an Executive
PositionUnderstandinthe Corpaate Organizational Structure
Governance Strategy Planning for Organizational Coka@rview
of Tactical ManagementPlanningand Performance Overview
Business Process Reenginee@pgrationdlanagemenSummary
Audit ProcessUnderstanding the AuditrBgram Establishing
andApproving an Audit Charter Preplanning Specific Audits
Performing an Audit Riskssessment Determining Whether arn
Audit Is PossiblePerforming the Audit Gathering Audit
EvidenceConductingAudit EvidenceTesting GeneratingAudit
Findings Report Findings Conducting Follow-up (Closing
Meeting)

12

Information Systems Acquisition and Development Project
Governanceand Management BusinesSaseand Feasibility
Analysis System Development MethodologiesControl
Identification andesignTestingMethodologies

Configuration and Release Management, SystemMigration
Infrastructure Deployment and Data Conversion, Pog
implementatiorReview

12

Information Systems Operations Introduction, Common
Technology, Components IT Asset Management, Job
Scheduling and Production Process Automation System 12
Interfaces Endiser ComputingData Governance Systems
Performance ManagemeRroblem and Incident Management
Change, Configuration, Release and IT Service Level
Management Database Management Business Resilience
BusinesdmpactAnalysis DataBackup,StorageandRestoration
Business Continuiti?lan Disaster RecoveBlans
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Information Systems Life CycleGovernance inSoftware
Developmen¥lanagemenbf SoftwareQuality Overviewof the
ExecutiveSteeringCommitteeChangeManagement
Managementof the Software Project Overviewof the Systen
Development LifeCycleOverviewof DataArchitecture

Decision Support Systems Program Architect@entralization
VS. Decentralization  Electronic Commerce System
Implementation andperations Understandirte Natureof IT
ServicesPerforming IT Operations Managememerforming
Capacity Management, Using Administrative Protectio
Performing Problem ManagementMonitoring the Status of
Controls Implementin@hysicalProtection

12

Protecting Information Asset&/nderstanding the Threbtsing
Technical Protection Business Continuitagnd Disaster
Recovery Debunkingthe Myths Understandingthe Five
Conflicting Disciplines CalledBusiness Continuity Defining
DisasteRecovery Defining the Purpose of Business Continuity
Uniting Other Plans with Business Continuitinderstanding
the Five Phases of a Business ContinuiBrogram

Understandinghe Auditor Interests irBC/DR Plans

12

REFERENCE BOOKS:

Booksand References:

Sr.No.

Title

Author/s

Publisher

Edition

Year

1.

CISA®: Certified Information
SystemsAuditor

David Cannon

SYBEX

Fourth
Edition

2016

2.

CISA ReviewManual27th
Edition

ISACA

2019

3.

CISA Certified Information
Systems Auditor AHin-One
ExamGuide,FourthEdition,

O6Rei

4th
Edition

2019
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Note:

Particulars (University syllabus)

Proposed Syllabus

Remarks

Unit 1
Information security policies and process

flow, Ethics of an Information security
Auditor

No Change

NIL

Unit 2

information systems in an organization, the
criticality and various governance and
management policies associated with them

No Change

NIL

Unit 3

operational strategies like asset manageme
data

governance etc. and suggest requisite char
as per organizations requirements with
improvements

No Change

NIL

Unit 4

theinformation flow across the organization
and identify the weak spots and also sugge
improvements to strengthen them.

No Change

NIL

Unit 5

strong strategies to protect information ass
and come up with an efficient business
continuity plan, disasteecovery strategy

No Change

NIL
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Project Implementation and Viva

COURSE CODE: MITS4P4 COURSE CREDIT: 02

The project dissertation and Viva Voce details are givekppendix 1.
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DEPARTMENT OF INFORMATION TECHNOLOGY
PROPOSED SCHEME OF EXAMINATION

Evaluation Scheme
Internal Evaluation (40 Marks)
The internal assessment marks shall be awarded as follows:
1. 30 marks (Any one of thefollowing):

a. Written Testor
b. SWAYAM (Advanced Course) of minimum 20 hours and -certificatiexam

completedbr

c. NPTEL (Advanced Course) of minimum 20 hours and certification exam
completedbr

d. Valid International Certifications (Prometric, Pearson, Certigotjrsera, Udemy and
thelike)

e. One certification marks shall be awarded one course only. Forctauses, the
students will have to complete fozertifications.
f. Research paper publication
2. 10marks
a. Assignments/ Group discussions/ Debates/ Quiz/ Subject specific case study/ Min
Project/ Presentation/ Field work/ Program implementation/ any other

External Examination: (60 marks)

All questions are compulsory

Q1 | (Based on Unit 1) Attemny twoof the following: 12

a.

b.

C.

d.
Q2 (Based on Unit 2) Attemgny twoof the following: 12
Q3 (Based on Unit 3) Attemgny twoof the following: 12
Q4 (Based on Unit 4) Attemgny twoof the following: 12
Q5 (Based on Unit 5) Attemgny twoof the following: 12
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Practical Evaluation (50 marks)

A certified copy journal is essential to appear for the practical examination.

1. Practical Question 1 20
2. Practical Question 2 20
3. Journal 5
4, Viva Voce 5
OR
1. Practical Question 40
2. Journal 5
3. Viva Voce 5

Project Documentation and Viva Voce Evaluation50 marks)

The documentatiorshouldbe checkedfor plagiarismandasper UGC guidelines,
shouldbeessthan 10%.

1. DocumentatiorReport(Chapterl to 4) 20
2. Innovationin thetopic 10
3. Documentation/Topipresentatiorand vivavoce 20

Project Implementation and Viva Voce Evaluation(50 marks)

1. DocumentatiorReport(Chaptels to last) 20
2. Implementation 10
3. Relevancef thetopic 10
4. Viva Voce 10
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Appendix i 1

Project Documentation and Viva-voce (Semester IllI) and
Project Implementation and Viva-Voce (Semester V)

Goalsof the courseProject Documentationand Viva-Voce

The student should:

1
1

E

be able to apply relevant knowledge and abilities, within the main field of study,gteea
problem

within given constraints,even with limited information, independentlyanalyse and discuss
complex inquiries/problems and handle larger problems on the advancediteuethe main field

of study

reflecton, evaluate andritically reviewo n eo@rsando t h ecrestificresults

be able to document and present one fomat@amdn w
languageausage

be able to identify oneds need for furthe
knowledge

To start the project:

= =4 =8 -8 A8 9

Startthinking earlyin the programmaboutsuitableprojects.

Readtheinstructionsfor the project.

Attendandlistento otherstudent’dinal oral presentations.

Look atthe finishedreports.

Talk to senior mastestudents.

Attend possibleinformation events(workshops/ seminarg conferencestc.) abouttherelated
topics.

Application and approval:

= =4 -4 -4 -9 _-9_-°

Readall the detailedinformationaboutproject.

Finalisefinding aplaceand supervisor.

Checkwith the coordinatoraboutsubject/projectplaceandsupervisor.

Write the projectproposal and plaalongwith the supervisor.

Fill outtheapplicationtogethemith the supervisor.

Handoverthecomplete applicatiorproposalndplanto the coordinator.
Getanacknowledgemerdandapprovalfrom the coordinatorto startthe project.

During the project:

= =4 -8 -8 -4 -9

Search, gather and read information and literature about the theory.
Document well the practical work and your results.

Take part in seminars and the running foHops/supervision.

Think early onabout disposition and writing of the final report.
Discuss your thoughts with the supervisor and others.

Read the SOP and the rest you need again.
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= =4 =

Plan for and do the miterm reporting to the coordinator/examiner.

Do a midterm report also at the woeglace (can be a requirement in some wpl&ces).

Write the first draft of the final report and rewrite it based on feedback from the supervisor and
possibly others.

Plan for the final presentation of the report.

Finishing the project:

=4 =4 =4 -8 -4 _9_95_29

Finish the report andbtain an OK from the supervisor.

Ask the supervisor to send the certificate and feedback form to the coordinator.
Attend the prdinal oral presentation arranged by the Coordinator.

Rewrite the final report again based on feedback from the opponentessidly others.
Prepare a title page and a popular science summary for your report.

Send the completed final report to the coordinator (via plagiarism software)
Rewrite the report based on possible feedback from the coordinator.

Appear for the final exam.

Project Proposal/research plan

= =4 =4 -8 -4 -9 -9

The student should spend the firs2 Weeks writing a 2 pages project plan containing:
Short background of the project

Aims of the project

Short description of methods that will be used

Estimated time schedule for theopact

The research plan should be handed in to the supervisor and the coordinator.

Writing the project plan will help you plan your project work and get you started in finding
information and understanding of methods needed to perform the project.

Project Documentation

)l
)l

= =4 =

= =4 =8 -9

The documentation should contain:

Introduction- that should contain a technical and social (when possible) motivation of the project
topic.

Description of the problems/topics.

Status of the research/knowledge in the field and literagwiew.

Description of the methodology/approach. (The actual structure of the chapters here depends on tl
topic of the documentation.)

Results must always contain analyses of results and associated uncertainties.

Conclusions and proposals for the futwerk.

Appendices (when needed).

Bibliography- references and links.

For the ma s t docuinentation,the chapters cannot be dictated, they may vary according to the
type of project. However, in Semester Ill Project Documentation and/iva Voce must contain at
least 4 chapters (Introduction, Review of Literature, Methodology / Approach, Proposed Design /
Ul design, etc. depending on the type gifroject.) The Semesteill report should be spiral bound.
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In Semester 1V, the remaining Chapters should bencluded (which should include Experiments
performed, Results and discussion, Conclusions and proposals for futumork, Appendices) and
Bibliography - references and links. Semester IV report shoulthclude all the chapters and should
be hardbound.
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