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Introduction to Linux

. LINUX Distributions

m A combination of a kernel and all sorts of software,
tools and choices into one bundle iIs called as
distribution.

m Distributions have their definite look-and-feel, their
culture, their fans & enemies.

m Kernel and software might be the thread and
fabric, but the Distribution is the suit or dress and
that should fit you !



Introduction to Linux

File System
N

®m The Unix file system looks like an inverted tree
structure.

® You start with the root directory, denoted by /, at
the top and work down through sub-directories
underneath it.



Introduction to Linux

File System
ol

® Each node Is either a file or a directory of files,
where the latter can contain other files and

directories.

m You specify a file or directory by its path name,
either the full, or absolute, path name or the one
relative to a location.

m The full path name starts with the root, /, and
follows the branches of the file system, each
separated by /, until you reach the desired file, e.qg.:

m  /home/condron/source/xntp



Introduction to Linux

Users, Groups and Access Permissions

m [n UNIX/LINUX, there is a concept of user and an
associated group

® The system determines whether or not a user or
group can access a file or program based on the
permissions assigned to them.

®m Apart from all the users, there Is a special user
called Super User or the root which has permission
to access any file and directory



Introduction to Linux

Access Permissions

m There are three permissions for any file, directory
or application program.

m The following lists the symbols used to denote
each, along with a brief description:

r — Indicates that a given category of wuser can
read afile.
w — Indicates that a given category of user can

write to a file.

X — Indicates that a given category of user can
execute the file.



Introduction to Linux

. Access Permissions

® Each of the three permissions are assigned to
three defined categories of users.

®m The categories are:

owner — The owner of the file or
application.

group — The group that owns the file or
application.

others — All users with access to the

system.



The three types of Linux support provided by Red Hat are as follows:

Hardware Support Red Hat has agreements with every major server hardware
vendor to

« make sure that whatever server a customer buys, the hardware vendor will
assist them in fixing hardware issues, when Red Hat is installed on it.

Software Support Red Hat has agreements with every major enterprise software
vendor to

« make sure that their software runs properly on top of the Red Hat Linux
operating system

« and that the enterprise software is also guaranteed to run on Red Hat Linux by
the vendor of the operating system.

Hands-on Support This means that if a customer is experiencing problems
accomplishing tasks with Red Hat software, the Red Hat Global Support
organization is there to help them by fixing bugs and providing technical
assistance.



Graphical User Interfaces (GUIs)

« When you logon locally, you are presented with graphical

environment.

« You start at a graphical login screen. You must enter your
username and password. You also the have the option to choose
from a couple session types. Mainly you have the choice between
Gnome and KDE.

« Once you enter in your username and password, you are then
presented with a graphical environment that looks like one of the

following...



Gnome

o
Fie Tk Hedp |

Ening | Ect Busdies |
= Bubdks [

Hebopspe s Leagtire 1 - [ebrookecniom to INDE ¢ L

Fln E|:II: '.I'IHA' El:l I:l:ll'l'll.l'li:H:I:l' Hidp

So 3 Ban &0 3 b N . m

of  Bratreuts L Locatiar Jittp: /o erpaes s viba . 8 - o 00 ol e s 0 Bl o Auinter SO0 nates e LS
Lar e 1

¢ 37 Whars RAeiated
LEI3 ax oy Dipeyabamg System L

What ks an Ogerating Systess |05)7

The wpuniareg wpwinmn | O] in then propram which wosrtr wp whs you tam on prar compuinr wred ros oredurasth oy cibar
[ ETENEr PR nxn - e & anihorey woold beppan widl

I mwipln barran, wn opsrstia g eyt i s rescoeger. e roscogpen ol de orolahh s e es oo o comprinr o dea SFL 6o

ramary o hanl Aok o
Cra conld sk desn tha wrnsall twrlor that eS8 st parivon min S cstegonas
# Canival Hunbarmrs - Tha opsesting pystan congrols sl the partr of tha conpastar sl wtearpis to gt avanythiag

working bcspaiar
& Fom dipphraifirms - Arcitar b tha 05 doas s o appleeton setissrs. Thor seold mekods kiereeti O, Wiy,

, i
mnnym Dimim. o Pl - Tha O8 makan i asery { nryoo tn eogenaze yeax conpotar. Thiragh ta S8 vou wm sbla b da

urexnhir of torer tu dets weludeeg copp, weaw, daluin, wnd rarrma i Thia rankas it reech werier ko e wad orpEazE
whist pun b

LRIN Hisory

Thee IRAE sperarie] spsves wees barn ek Jaoe 1357 3 Jv ool riceslle b e g & & et 3t Eopr beded Wi E e Thimgeson 51 Bl
Laser wmil bote irncots ooy 10 bnscuciine Tt wocest Wi ey 0 el e iR 8%Te

T bt viowe: oo £ LR s Fios e wped, e ks @ooes downgh sy KH ercar gerenaions &l cwen iroamariies, 5 awey i
gl sramrally traw i o e i, II--: Bkl e Satresps DRenibaas (BFTY ay Linoos Dhders, sl o oo wes| iy i nes

|I.||.n.|.l. Fl Tk il e

Lot b b LA W

"E: j‘ o Lo cn-monvin B v Loces . @ Tomim |3_ Y 145 PMT Doe




KDE
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Bourne shell

The Bourne shell is the original UNIX shell (command execution
program, often called a command interpreter) that was developed at
AT&T.

Named for its developer, Stephen Bourne, the Bourne shell is also

known by its program name, sh.

The shell prompt (character displayed to indicate readiness for input)

used is the $ symbol.

The Bourne shell family includes the Bourne, Korn shell, bash, and zsh

shells.



Working with the Bash Shell

To communicate commands to the operating system kernel, an interface is
needed that sits between the kernel and the end user issuing these

commands.
This interface is known as the shell.
Several shells are available on RHEL.

Bash (short for the Bourne Again Shell) is the one that is used in most
situations. This is because it is compatible with the Bourne shell, which is

commonly found on UNIX servers.



Getting the Best of Bash

Bash has some useful features to offer.

Some of the most used Bash features are automatic completion and

the history mechanism.

To open the file this_is a file, the user can type cat thi and then

Immediately hit the Tab key.

If there is just one file that starts with the letters thi, Bash will

automatically complete the name of the file.

If there are more options, Bash will complete the name of the file as

far as possible.



Useful Bash Key Sequences

« Sometimes, you will enter a command from the Bash command

line and nothing, or something totally unexpected, will happen.

« Ctrl+C Use this key sequence to quit a command that is not

responding (or simply is taking too long to complete).

« Ctrl+D This key sequence is used to send the end-of-fi le (EOF)
signhal to a command. Use this when the command is waiting for
more input. It will indicate this by displaying the secondary

prompt >.



Ctrl+R This is the reverse search feature. This feature helps you
locate commands you have used previously. The feature is
especially useful when working with longer commands. Type the
first characters of the command, and you will immediately see the

last command you used that started with the same characters.

Ctrl+Z A command that is interrupted with Ctrl+Z is just halted
until it is started again with the fg command as a foreground job

or with the bg command as a background job.

Ctrl+A The Ctrl+A keystroke brings the cursor to the beginning of

the current command line.

Ctrl+B The Ctrl+B keystroke moves the cursor to the end of the

current command line.



Piping and Redirection

most powerful features of the Linux command line.

Piping is used to send the result of a command to another

command.
Redirection sends the output of a command to a file.

This file doesn’t necessarily need to be a regular file, but it

can also be a device file.



Discovering the Use of Pipes

In this exercise, you'll see how a pipe is used to add functionality to a command. First
you'll execute a command where the output doesn't fit on the screen. Next, by piping this
output through less, you can see the output screen by screen.

1. Open ashell, and use su - to become the root. Enter the root password when
prompted.

2. Typethe command ps aux. This command provides alist of all the processes that
are currently running on your computer. You'll notice that the list doesn't fit on the

acreen.

3. Tomake sure you can see the complete result page by page, use ps aux | less. The
output of ps is now sent to less, which outputs it so that you can browse it page by

page.



Redirecting Qutput to a File

1. From aconsole window, use the command ps aux. You'll see the output of the com-
mand on the current console.

2. Now useps aux » ~/psoutput.txt. You don't see the actual output of the com-
mand, because It 1s written to afile that 1s created in your home directory, which 1s
designated by the ~ sign.

3. Toshow the contents of the file, use the command less ~/psoutput.txt.



System Administration
Tasks



Performing Job Management Tasks

While some commands take only a few seconds or less to

finish, other commands may take much longer.

By putting an & sign at the end of a command, you start it as a

background job.

When starting a command this way, the shell provides a job
number (between square brackets) and a unigue process

Identification number (the PID).

You can then use these numbers to manage your background

jobs.



TABLE 3.1 Managing foreground and background jobs

Command Use

Ctrl+Z Use this to pause a job. Once paused, you can put it in the fore-
ground or in the background.

fo Use this to start a paused job as a foreground job.

bg Use this to start a paused |ob as a background job.

jobs Use this to show a list of all current jobs.




Sending Signals to Processes with the Kkill
Command

Three signals are available at all times: SIGHUP (1), SIGKILL (9), and
SIGTERM (15).

Each of these signals can be referred to by the name of the signal or by
the number when managing processes. You can, for instance, use either
Kill -9 123 or kill -SIGKILL 123 to send the SIGKILL signal to the process
with PID 123.

If, as an administrator, you request closure of a program using the
SIGTERM signal, the process in question can still close all open files and

stop using its resources.



Using top to Show Current System Activity

FIGURE 3.
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In the upper five lines of the top interface, you can see information about

the current system activity.

The lower part of the top window shows a list of the most active

processes at the moment. This window is refreshed every five seconds.

If you notice that a process is very busy, you can press the k key from
within the top interface to terminate that process. The top program will
first ask for the PID of the process to which you want to send a signal
(PID to kill). After you enter this, it will ask which signal you want to send

to that PID, and then it will iImmediately operate on the requested PID.



In the second line of the top window, you'll see how many tasks vour server 1s cur-
rently handling and what each of these tasks 1s doing. In this line, vou may find four status

indications.

running The number of active processes in the 1ast polling loop.

sleeping The number of processes currently loaded in memory, which haven't issued
any activity in the last polling loop.

stopped The number of processes that have been sent a stop signal but haven't yet
freed all of the resources they were using.

Zombie The number of processes that are in a zombie state. This is an unmanage-

able process state because the parent of the zombie process has disap-
peared and the child still exists but cannot no longer be managed because

the parent is needed to manage that process.



Managing Process Niceness

When using the nice command, you can adjust the process niceness
from -20, which is good for the most favorable scheduling, to 19 for the

least favorable scheduling.
By default, all processes are started with a niceness of 0.

Aside from specifying which niceness setting to use when starting a
process, you can also use the renice command to adjust the niceness of

a command that has already started.

By default, renice works on the PID of the process whose priority you

want to adjust. Thus, you have to find this PID before using renice.



Scheduling Jobs

Think, for example, of a backup job that you want to execute
automatically every night. To start jobs automatically, you can use
cron.

cron consists of two parts. First there is the cron daemon, a process
that starts automatically when your server boots.

The second part is the cron configuration. This is a set of different confi
guration files that tell cron what to do.

The cron daemon checks its configuration every minute to see whether
there are any new tasks that should be executed.



Mounting Devices

As an administrator, you'll occasionally need to make storage devices like
USB flash drives, hard drives available.

To do this, you need to connect the device to a directory in the root file
system.

devices are mounted automatically on graphical desktop.

To mount a storage device, you first need to find out two things: what is the
name of the device you want to mount, and on which directory do you want
to mount it?

Normally, the primary hard drive in your server is known as /dev/sda.
However, if your server is connected to a SAN, you might have many
additional sd devices



Working with Links

It is very useful to be able to access a single file from different locations.

In a Linux file system, you can use links for this purpose. A link appears to be a
regular file, but it's more like a pointer that exists in one location to show you how
to get to another location.

In Linux, there are two different types of links. A symbolic link is the most flexible

link type you can use. It points to any other file and any other directory, no matter

where itis. A hard link can be used only to point to a file that exists on the same
device.

With symbolic links, there is a difference between the original file and the link. If
you remove the original file, the symbolic link won’t work anymore and thus is

invalid.



Creating Backups

« you might want to make a backup of important files on your computer. The tar
command is the most common way of creating and extracting backups on
Linux

Archiving and Extracting with tar

In this exercise, you'll learn how to archive the contents of the /etc directory into a tar
file. Next you'll check the contents of the archive, and as the last step, you’ll extract the
archive into the /tmp directory.

1. Open aterminal, and use the following command to write an archive of the /etc
directory to /tmp/etc.tar: tar zxvf /tmp/etc.tar /etc.

After a short while, you’ll have a tar archive in the /tmp directory.
Use the command file /tmp/etc.tar to verify that it is indeed a tar archive.

Now show the contents of the archive using tar tvf /tmp/etc.tar.

LA S

Extract the archive in the /tmp directory using tar xvf /tmp/etc.tar. Once fin-
ished, the extracted archive is created in the /tmp directory, which means you’ll find
the directory /tmp/etc. From there, you can copy the files to any location you choose.



Setting Up Logrotate

On a very busy server, you may find that entries get added to your log

files really fast.

your , leaving little

space for regular files.

two solutions to this problem:

— First, the directory /var/log should be on a dedicated partition or

logical volume.

— Another solution is using logrotate.



By default, the logrotate command runs as a cron job once a day from

/etc/cron.daily.

Rotating a log file basically means that the old log file is closed and a

new log file is opened.

logrotate keeps a certain number of the old logged files, often stored as

compressed files on disk.

When the maximum amount of old log files is reached, logrotate

removes them automatically.



Understanding RPM

In the early days of Linux, the “tar ball” was the default method for installing

software. A tar ball is an archive that contains files that need to be installed.
Working with tar balls was inconvenient for several reasons.

— There was no standardization.

— When using tar balls, there was no way to track what was installed.

— Updating and de-installing tar balls was difficult to do.

The ability to trace software was needed to overcome the disadvantages of tar
balls. The Red Hat Package Manager (RPM) is one of the standards designed to

fulfill this need.



An RPM is basically an archive file. It is created with the ¢pio command.

With RPM, there is also metadata describing what is in the package and where

those different files should be installed.

Another benefit of using RPM is that its database is created in the /var/lib/rpm

directory.

This database keeps track of the exact version of files that are installed on the

computer.

Thus, for an administrator, it is PoSSiDlentorguerymindividualRPNNiEsS 0 see

their contents.



Creating Your Own Repositories

If you have a Red Hat server installed that doesn’t have access to the

official RHN repositories, you'll need to set up your own repositories.

This procedure is also useful if you want to copy all of your RPMs to a

directory and use that directory as a repository.

Exercise 4.1



Managing Repositories
you learned how to turn a directory that contains RPMs into a repository.

However, just marking a directory as a repository isn’'t enough.

To use your newly created repository, you'll have to tell your server where it

can find it.

To do this, you need to create a repository file in the directory
letc/yum.repos.d. You'll probably already have some repository files in this

directory.

Exercise 4.2



Installing Software with Yum

« After configuring the repositories, you can install, query,
update, and remove software with the meta package handler

yum.
— Searching Packages with Yum
— Installing and Updating Packages

— Removing Packages



Installing and Updating Packages

Once you've found the package you were seeking, you can install it using yum install.

For instance, if you want to install the network analysis tool nmap, you'd use yum

install nmap to install the tool.

Yum will then check the repositories to find out where it can find the most recent
version of the program you're seeking, and after finding it, yum shows you what it

wants to install.

If there are no dependencies, it will show just one package. However, if there are
dependencies, it displays a list of all the packages it needs to install in order to give
you what you want. Next, type Y to confirm that you really want to install what yum

has proposed, and the software will be installed.



« Two useful options when working with yum install

— first option, =y : Use yum install -y to proceed immediately,

without any additional prompts for confirmation.

— Another useful yum option is —nogpgcheck : For instance, use

yum install -y --nogpgcheck xinetd if you want to install the xinetd
package without performing a GPG check and without having to

confirm the installation.



Removing Packages

Just use yum remove followed by the name of the package you want to uninstall.
For instance, to remove the package nmap, use yum remove nmap.

The yum remove command will first provide an overview of what exactly it intends

to do.

In this overview, it will display the name of the package it intends to remove and

all packages that depend on this package.

It is very important that you read carefully what yum intends to do. If the package
you want to remove has many dependencies, by default yum will remove these

dependencies as well



Querying Software

There are many ways to query software packages.

You can query packages that are currently installed on your system, and it’s

also possible to install package files that haven’t yet been installed.
To query an installed package, you can use one of the rpm - options.

To get information about a package that hasn’t yet been installed, you need to

add the -p option.
Example :
— rpm -gl samba-common command, if this package is installed

— In case it hasn’'t yet been installed, you need to use rpm -gpl samba-

common-[version-number].rpm



rom —ga : this command generates a list of all RPM packages that are
installed on your server and thus provides a useful means for finding out

whether some software has been installed.

if you want to check whether the media-player package is installed, you can
use rpm -ga | grep mediaplayer.

A useful modification to rpm -ga is the -V option, which shows you if a

package has been modified from its original version.

rpm -gVa : Every file that is shown in the output of this command has been

modified since it was originally installed



